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AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonactoctu. Obwas vacts npu ucnonssosavnn CK3W nog ynpaenennem OC AlX.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.

CtpaHnua 4 us 27



MKTAN.00101-01 91 06. Kpuntollpo CSP. Pykoeoacteo agmutuctpaTtopa besonactoctu. Vcnonssosanne CK3U
nog ynpaenennem OC AlX

Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

CK3WM Kpuntollpo CSP Bepcun 5.0 KC1 (MKTHAN.00101-01) nog ynpasnednem OC AIX wcnonb3syercs B
nporpaMMHO-annapaTHbIX Cpeaax:

OC AIX 6/7 (POWER).

Co cpokamm 3KcnslyaTauuu OMEpPauMOHHBIX CUCTEM, B cpese KoTopbix dyHkumonupyet CK3W, moxHo
03HaKOMUTLCS MO ClefyroLeMy afpecy:

http://www.ibm.com/software/support/systemsp/lifecycle/

1.2 KnroyeBble HOCuTEeNn

MNepeyeHb NOAAEPKNBAEMbBIX KNHOYEBLIX HOCUTENEN B 3aBUCUMOCTW OT MPOrpaMMHO-annapaTHol nnatgopmebl
otpaxeH B XKTHAN.00101-01 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.9.

Ncnonb3osaHue Hocuteneii APYrnx TunoB [ONYCKAETCA TOJIbKO MO COrsiacoBaHUto C ®OCB Poccun.

Mpumeyvanne. B coctae guctpmbytuea CK3W Bxogat 6ubnnotekn nopaepKm BCEX MepeHUCeHHbIX
HocuTeneid, Ho He BxoaaT gpaiisepsl gns OC. Mo Bonpocam nosnyyeHusi gpaiiBepoB HeOOXxoANMO 0bpaLLaTLCs
K NPOU3BOAUTENSIM COOTBETCTBYIOLNX YCTPOWCTE.
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2 VYctaHoBka aunctpubytusa N0 CK3U

VcTaHoBka, yganeHue un oboeneHue [1O ocywecTeasieTcs OT UMEHW MOJbL30BATENs, MMEIOLLEro Mpasa
aAMUHUCTPATOpa: Nof YYETHOW 3anncCbio root uam C Ncnonb3oBaHmemM KomaHgsl sudo.

CK3WM Kpuntollpo CSP Tpebyet crnepytolieli nociefoBaTe/lbHOCTU YCTAHOBKU: CHadafa YCTaHaB/WBAETCA
nposalifep, 3aTeM YCTaHABAUBAKOTCA OCTaJibHble MOAY/IN, BXOASLLME B COCTAB KOMMJIEKTALUN.

B OC AIX gns ycraHoeku, yganenus u obnosnenus 1O npumensitotcs naketbl (packages). Maker — apxus
anctpubyTuea, cogepxawuii daiinel yCTaHaBANBAEMOrO NPUIOXKEHUS U (haiifibl, NCMOL3YHOWMNECS NHCTAIATOPOM
AN KoHpUrypnpoBaHusi cpeabl. B onepauymontbix cuctemax AIX uncnonbsyetcs menegxep naketos RPM (Red
Hat Package Manager), koTopblii $SiIBASIeTCS TMOKMM MHCTPYMEHTOM Al YCTaHOBKM, yAaneHusi, obHOBNeHWs u
cbopkm nporpamMmHbix naketoB. [lakeTbl, npeacTaBneHHble B Buge dhaiina C pacluMpeHneM .rpm, coaepxat B cebe
HenocpencTeenHo daiinbl MO n nHdbopmaunio ans KoHdUrypupoBaHus cpegbl.

[ns ycTaHOBKM nakeTa Mcnonb3yeTcst KOMaHAa:
rpm -i <pain_makera>

Hanpumep: rpm -i ./lsb-cprocsp-base-5.0-aix.5.3.noarch.rpm

Ansa ypaneHns nakeTta ncnonb3yeTcs KOMaHAa:
rpm -e <mMsa_IlakeTa>
Hanpumep: rpm -e lsb-cprocsp-base-5.0-aix.5.3

Imsi nakeTa MOXeT He BKAIOYATb BEpCUto, Hanpumep: rpm -e lsb-cprocsp-base

TakxKe ynpaBfeHue nakeTaMm MOXHO BbINOHSATL Yepes rpacuyeckyto 0b6onoyky smitty.
Paiinbl N3 NakeToB ycTaHaBAMBatOTCs B /opt/cprocsp.

[NakeTbl 3aBUCAT Apyr OT Apyra, NOSTOMY [OJKHbI YCTAHABANBATLCS NO NOPSAAKY C YHETOM 3TUX 3aBUCUMOCTE,
a yaansaTbcst B 0OpaTHOM nopsifke. YCNOBHO MOXXHO CHUTATb MPaBUibHbIM MOPSIAKOM TOT, KOTOPbIN OnucaH B Tabauue
3aBNCMMOCTEl N Ha3HaveHus naketos (cm. Tabn. 1).

MakeTbl MOryT ObITb He3aBUCMMBIMU OT apxuTekTypbl (noarch B nmenun daiina nakera), Torga OHU CTaBATCS
Ha Ntobyto apxutekTypy. [NakeTsl MoryT 6bITb ansi apxuTekTypbl ppc32 (ppc B uMeHu paiina nakera), a Takxe 4ns
apxuTekTypbl ppcb4 (ppcb4 B umern dpaiina nakera), Toraa oHn craestcs Ha OC, cobpaHHyto Mog COOTBETCTBYHOLLYIO
apxutekTypy. Yacto 64-6utHsie OC ogHOoBpemMeHHO nogaepXnBatoT U 32-butHbie npunoxerus, n 64-butHeie, Toraa
Npu HEOBXOAMMOCTN MOXXHO CTaBUTbL 0ba KOMMIEKTA.
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Tabaunua 1. 3aBUCUMOCTU 1 Ha3HaYeHUst NakeToB (A5 NPOCTOThI onncaHbl 32-OUTHblE NakeTbl)

Nms nakera 3asucmmocTu ‘HasHaqume NakKeTa

ObsazaTenbHble nakeTobl

cprocsp-base Basosbili naket, ycTaHaBnMBaeTca NepebIM.
cprocsp-rdr cprocsp-base OcHoBHble npunoxerust, cantoisatenn n JCH.
cprocsp-kecl cprocsp-rdr Mposatigep KCI1.

cprocsp-capilite | cprocsp-rdr, cprocsp-kcl | CAPILite, nporpammel u 6ubnmotekn pisi BbICOKOYPOBHEBOW paboThbl C
kpunTtorpacueii (ceptucpukatamn, CMS. . .).

I,[],OI'IOJ'IHI/ITe.l'IbHI:Ie NaKeThbl

cprocsp-devel | cprocsp-base MakeT ans paspaboTyuka.

cprocsp-stunnel | cprocsp-capilite VYuugepcanbHblii SSL/TLS TyHHens.
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3 QO6HosneHune NO CK3U

Ons obHoenenns MO CK3W na OC AIX Heobxogumo:
® 3aMOMHUTL TekyLyyto KoHdurypauuto CSP;
— Habop yCTaHOBJ/IEHHbIX NAKETOB;
— HacTpoiikn npoBaiigepa (A1 NPOCTOTbI MOXHO coxpaHuTb /etc/opt/cprocsp/config[64].ini);
e ynanute wraTHoiMu cpeacteamu OC Bce naketsl CK3U;
® YCTaHOBUTL aHasornyHble HoBble naketsl CK3U,
® Npu HEobXOAMMOCTU BHECTM U3MeHeHusi B HacTpoiikm (MoxHo nocmoTpets diff craporo n Hosoro
config[64].ini);
® KJIOYM N CepTUGMKATLI COXPAHSIIOTCS aBTOMATUYECKM.
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4 Hactpoiika CK3U

4.1 [doctyn k ytununte gna Hactpoiiku CK3U

Hactpoiika CK3W ocywiecteasieTcss ¢ nomowbio yTunutel cpconfig, KoTopasi BXogUT B COCTaB ANCTpubyTmBa
U pacrosioxeHa B gupektopun /opt/cprocsp/sbin/<HazBanue_apxuTexTyphu>. Ecnu yctaHosneHsl naketsr CK3U
N5 OBYX apxXuTeKTyp, Hanpumep, ia32 n x64, To AelicTBUS NO HACTPOIiKe HY)KHO NPOBOANTL ABaXKAbl — A5 KaXKAOM
apXUTEKTYpbl C NOMOLLbO cpconfig M3 COOTBETCTBYIOLLE NanKu.

4.2 Bsop cepuniiHOro Homepa NnNLEeH3nn

Mpu yctaHoBke nporpammuoro obecnevenuss Kpuntollpo CSP 6es BBOga /IMUEH3MM NOABL30BATENIO
NPeaoCTaBAseTCA JINLUEH3NS C OTFPaHUYEHHbIM CpPOKOM peicteusi. [ns ucnonw3osanust Kpuntollpo CSP nocne
OKOHYaHUsl 3TOMO CPOKa MOJIb30BaTeNb [OJIKEH BBECTM CEPUiiHBIN HOMEp C BNnaHKa NULEH3UKU, MOJTYYEHHOWR Yy
opraHusaumn-paspaboTyrka uanm opraHm3auuy, UMEKLLE NpaBa pacnpocTpaHeHns npogykrta (awsiepa).

[ns npocmoTpa uHopMauum o NMUEH3NN BbINONHNATE:

# cpconfig -license -view

ﬂ'ﬂﬂ BBOAA JTNUEH3NN BLIMOJIHUTE!

# cpconfig -license -set <cepuiiHbii_HOMEp>

CepuiiHblii HOMep cnegyeT BBOAUTL C COB/IOAEHNEM perncTpa CUMBOJIOB.

4.3 Hactpoiika obopyaoBaHus CK3U

VTunuta cpconfig Takke npefHa3HadeHa AN U3MeHeHWsi Habopa YCTPOICTB xpaHeHusi (HocuTeneid) u
cumTbiBaHMst (CYuTbIBaTENed) KNtOHEBOW MHOPMALMKM M JAaTYMKOB CrydaiiHbix uduncen. [lpepgycTaHOBREHHBIMY
apnsaoTcs cuntoiBaTenn flash-HocuTeneli n obpas guCKeTbl Ha XXECTKOM AuCKe.

[nsa npocMoTpa cnncka HaCTPOEHHbBIX CYUTLIBATENEIA:

# ./cpconfig -hardware reader -view

CunTbiBaTENb ANCKET HE YCTAaHABAMBAETCA NO YMONYAHWUIO, TaK KaK Mpun OTCYTCTBUW OWNCKETbl B AUCKOBOAE
nepedncneHmne KOHTeVIHepOB CNNBbHO 3aMEONAETCA. ﬂ'ﬂﬂ ,D,O6aBJ1€HVI$I CHNTbIBATENA ONCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

[ns npocmoTtpa cnucka HacTpoeHHbix ACY:

# ./cpconfig -hardware rndm -view

Ins konconsHoro BuolJCH Tpebyetcs naket cprocsp-kcl. [Ana gobaenenus koHconsHtoro buoJCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"
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ﬂ'ﬂﬂ l£|,06aBJ1eHI/I91 MNCNOJSIb30BaHUSI BHELLHEN FraMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cprocsp/dsrf/
dbl/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cprocsp/dsrf/
db2/kis_1

Tak>ke HeOBXOAUMO CKOMMPOBaTh halisibl C JaHHLIMU, NOJAYYeHHbIMU C noMowblo « APM BbipaboTku BHewwHel
ramMmbl». [Ins atoro BbinonHWTe KoMaHAb! (Npu ycnosun, 4To daiinbl HaxoasTcs B /tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ons nonyyenns nogpobHoii cnpaskn no cpconfig:
# ./cpconfig -help

# ./cpconfig -hardware -help

4.4 YcTaHOBKa NapamMeTpoOB >XYpPHaJ/IMpoBaHNSA

CK3W noseonsier cobupaTe 0TnafouHyt0 MHMOPMALMIO I UMEET BO3MOXXHOCTL MPOTOKOJAMPOBAHMUS CODLITUI.
NHdopmaumns 3anuceiBaeTcst B cuctemHblii xypHan (obbiyHo B /var/log/messages). CyliecTByeT BO3MOXHOCTb
M3MEHEHNS HACTPOEK XKYPHANMPOBAHUS Pa3finyHbIX Mogynei npoaykTa. CylecTByeT BOSMOXKXHOCTb N3MEHEHUS YPOBHS
XKYpHanMpoBaHusi n opMaTa BbIBOAUMBIX OTNAafOYHbIX COobwieHmii. [ns nonydeHust cnpaBkum No HacTpolikam
XKYPHaNMpOBaHUS:

# cpconfig -loglevel -help

Mogynu, ons KOTOpbIX NOALEPXKUBAETCS XKYPHANINPOBaHME:

Cpcsp — AApo KpunTonposaligepa

capil0 — CryptoAPI 1.0

cpext — pononiHenus gns CryptoAPI 2.0

capi20 — CryptoAPI 2.0

capilite — CAPILite

libcspr — Bubnuoteka anst nogkntoyeHus K npoeaiigepy B cepeuce unm k HSM-cepeepy
cryptsrv — cnyxba xpaHeHus Kiaoyel

libssp — TLS

cppkesll — PKCS11

cpdrv — ppaiieep

dmntcs — TecToBOe NpunoXeHue Ans obpalleHnst K TECTOBOMY Apaiieepy

4.5 HacTpoiika kpuntonpoBaigepa No yMoJi4aHUIO

[ns npocMoTpa TUNOB AOCTYNHbIX KPUNTONPOBALEPOB:
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# ./cpconfig -defprov -view_type

[nsa npocmoTpa cBOCTB KpunTONpoBalifepa HY)KHOro TuUnNa:

# ./cpconfig -defprov -view -provtype <provtype>

ﬂ'ﬂﬂ YCTAaHOBKHN nposaﬁp,epa no YMOJNTHAaHNIO 013 HY)KHOro tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

ﬂ'ﬂﬂ NONy4HE€HNsA NMEHN npOBa|7|p,epa no YMONYaHUIO ONA HYXKHOrro tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6 BknioyeHne pexmmMa YCWUIEHHONoO KOHTPOJSA WUCMOJIb30BaHUSA
Karo4emn

PeXXnM  yCUJIEHHOrO KOHTPOJSi MCMOJIb30BaHUSA KJOYeli obecneynBaeT OCYLLUECTBIEHNE KOHTPOJSl CPOKa
LeiCTBUS JONrOBPEMEHHBIX KHOYell 3NEKTPOHHOM MOAMUCK U KHOYEBOTO OOMeHa, KOHTPOs AOBEPEHHOCTU KItOYeld
NPOBEPKM 3JIEKTPOHHOWN NOAMNCY N KOHTPOJIS KOPPEKTHOIO NCMOJIb30BaHUS NPOrPaMMHONO AaTHMKa Cy4daliHbIX YUCen.
MNMocne ycnewHol MHCTaANALMN HEOBXOAMMO BKIIOHUTL AAHHBIA PEXUM, BbINOJHNUB KOMaHAY:

#./cpconfig -ini '\config\parameters' -add long StrengthenedKeyUsageControl 1

[ns obecneyenmnsi kKoppekTHOro yHKLMOHNPOBAHNS NPOBaiAepa B 4acTu BbIPabOTKY S/1EKTPOHHON Nognucy, a
TaKkxe paboTbl C BpEMEHHBIMM KAtOHaMK (B H4acTHOCTH, Anst paboTbl B pamkax TLS-coeguHennsi b6e3 aytenTudpukaumm
K/AWEHTA) W TFeHepauunm CAyYaiiHbiX AaHHbIX HEODXOAWMO MPON3BECTN BbIPaDOTKY [OJrOBPEMEHHBIX KIIOYER Win
3anycTUTb YTUAUTY csptest, npegBapuTeNbHO MPOBEPUB, YTO 3aperncTpupoBaH XOTst Obl OAUH AATHUK CAyHalHbIX
yucen:

# ./csptest -keyset -verifycontext -hard_rng

@ Mpumeyanne. Ncnonbsoranne CK3W 6e3 BKAOYEHUS PeXMMA YCUMJIEHHOrO KOHTPOJISt WCMOJIb30BaHUS
KJItOYeli pa3peLlaeTcsl NCKIOHMTENBHO B TECTOBbIX LIENsX.

4.7 Hactpoiika napameTpoB aJiropuTMoB

Ons ycraHoBku napameTtpos anroputmos (A4ns nposaiigepos Tuna 75):
napameTpbl anroputMa WwudpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher <0ID>
napameTpbl anroputTMa MoAMUCHK:

# ./cpconfig -ini '\config\OID' -add string sign_el_2001 <Q0ID>
napametpbl anroputma Audpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2001 <0ID>
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Ons yctaHoBkM napameTtpos anroputmos (gns nposaiigepos tuna 80):
napameTpbl anropuTMa WnpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napameTpbl ajiropuTMa nognucu:

# ./cpconfig -ini '\config\OID' -add string sign_el_2012 <0ID>
napametpsl anroputma Judpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2012 <0ID>

Ons ycraHoBku napameTtpos anroputmos (415 nposaiigepos Tuna 81):
napamMeTpbl anroputMa W poBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napamMeTpbl anroputTMa NoAMNUCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el512 <0ID>
napametpsbl anroputma Juddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el512 <0ID>

MNepeueHb nopaepxusaembix B Kpuntollpo CSP  wngeHTudukatopos kpuntorpadpmyeckux napameTpos
anroputmos ykasaH B CSP_5_0. chm.
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5 VYcTaHoBka conyTCTBYHOLWMNX NaKeTOB

[ns nepegaun no cetn 3anpocoe Ha ceptudmkatol, CRL v T.n., a Takxe A5 NOAAEPKKN LOMOAHUTENbHBIX
KJIKOHEBbLIX CHUTLIBATENEl U HOCUTENEN MOXKET NOTpeboBaThLCA YCTaHOBKA AOMOJIHUTENBHBIX MAKETOB.

Ecnu conytcteytowme nakeTbl ckauqmBatoTcs u3 VIHTepHeTa, Heobxoanmo MOATBEPANTL WX LESOCTHOCTb,
npoBepmB noanncCb WNAN XSLU. Ecnn ncroyHunk He o6ecnel-||/|BaeT TakKNEe MEXaHU3Mbl, OOMNYCKAETCA WUCNOJb30BaHNE
NakeToB TONbKO C Aucka ¢ auctpubytusom CK3W, rae stm mexaHnsmbl ncnonbsytorcs. Ha aucke nakeTsl nexat
B nanke \extra.

5.1 bBwbnnoreka libcurl
Wcnonb3yetca gns nepegaym 3anpoco Ha ceptudpmkatsl, CRL u T.n. no cetu.

C caiita pa3paboTunka npoekTa MOXHO CKa4aTb MAKET C UCXOLHLIMU TEKCTAMU AJisi CAMOCTOSITENIbHOW COOpKM.
Kak npaeuno, Tam xe ectb 32-6UTHble BrHapHbIe NaKeTbI.

32-6uTHbIA buHapHbIli makeT gocTyneH Ha caiite npoussoguTens OC: http://www-03.ibm.com/systems/
power/software/aix/linux/toolbox/rpmgroups.html

Mocne ycTaHoBKM BUBNMOTEK HEOBXOAUMO 3aperncTpupoBaTth NyTn K HUM. Hanpumep:

/opt/cprocsp/sbin/ppc/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local/
lib/libcurl.so

/opt/cprocsp/sbin/ppc64/cpconfig -ini '\config\apppath' -add string libcurl.so /usr/local
/1ib/64/libcurl.so
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6 CocTtaB n Ha3HadeHue komnoHeHT MO CK3U

6.1 bBasosble mogynu CK3U

MO CK3W cogepxut cneaytowme basosble MOLYN:

e libcsp — guHamunyeckn 3arpyxaemas 6ubnuoreka «Kpuntollpo CSP».

libssp — bubnnoTteka nogaepxkn mMogyns cetesoii ayteHTudpukauum «Kpuntollpo TLS».
cpverify — mMogynb KOHTPONS LENOCTHOCTH.

wipefile — moaynb yaanenus gaiinos BMeCTe C COAEPXKUMbBIM.

Ha3BaHuax guctpubytneoe CK3W ucnonbsytotca cnegyrowme obosHaveHus:
cpro — npedukc;

Ccsp — KpunTonposaligep;

[d] (onumonanbHO) — ykasbiBaeT Ha JOKYMeHTauUMiO (TECTOBbIE MPUMEPDI);
ppc/ppc64 — nnatpopma PowerPC 32/64 6uTa.

e o 0 o

6.1.1 bBwubnunoreka libcsp

Bubnuoteka libcsp peanusyetr uenesble dyHkUMM KpunTorpacpmyeckoil sawmTsel uHdopmauuu, paboty ¢
Kato4aMu, JOCTYN K KtoyeBbiM Hocutensm, buodCH.

6.1.2 Mopaynu ceresoii ayteHTudukauymm Kpuntollpo TLS

Moaynb libssp obecneunsaer peanusaumto npotokona cetesoii ayTteHTucpmukaumm Kpuntollpo TLS. Obuiee
onucaHue npoTokona npusegeHo B pokymente XKTANM.00101-01 91 01. Kpuntollpo CSP. Pykosoacteo
agMuHucTpaTopa besonacHocTu. Obuwasa YacTs.

Mpotokon TLS (RFC 2246) ncronbayercst Anst 3ainThbl COEAVHEHUI B KIINEHT-CEPBEPHBIX TEXHONOTUSIX.

MNporpammuoe obecnedenme «Kpuntollpo TLS» sBnsietca peanwsauueii npotokona TLS u wncnonbsyer
kpunTorpaduyeckue yHkumn Kpuntollpo CSP ans obecnedeHus npouecca ayTeHTupukauum u wndpoBaHms
Tpachuka MeXAay KJAUEHTOM N CEPBEPOM.

6.1.3 Mopgynb cpverify

Mogynb cpverify npegHasHayeH ansi KoHTpoast uenoctHocTu npu ycranoeke CK3W v dyHkunonuposanun MO
CK3W Kpuntollpo CSP Ha M3BM nonb3osaTens.

6.1.4 Mopgynb wipefile

Mogynb wipefile ncnonbayercs ansi ypaneHusi aiifioB BMECTE C COAEPXKUMBIM MPU LWITATHBIX N HELITATHBIX
(cBonmpoBaHme) cuTyaumsx.

6.2 Moagynn noacmucrembl NporpaMmMmHon cpegbl (PyHKLMUOHMPOBaAHUSA
kpuntocpeactea (CP)

6.2.1 Mopgynsb libcapi20

Mogynb libcapi20 wcnonbsyetcs gns ynpaBneHus cepTudprkaTamMy OTKPbITLIX KAKOYEl, a Takxke [Ans
obecneyeHnsi BbINOSHEHMSI KpunTorpadmyecknx 3anpocoB Ha ypoeHe unTepdpeiica CryptoAPIl v. 2.0. WHtepdeiic
mMogyns capilite snsietcs nogmMHoxxectsom uHTepdpeiica CryptoAPI v. 2.0.
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6.2.2 bBubnnorteka librdrrdr

BubnuoTeka librdrrdr obecneuneaer yHudmumpoBaHHbiii nHTepdelic 4OCTYNa K K/OYEBLIM HOCUTENSAM BHE
3aBMCVMMOCTM OT MX TUMa.

6.2.3 Mopaynu ycTpoiicTB xpaHeHUsi Kao4eBoi nHdopmaumnm

MO)J,yJ'II/I 06ecne'4|/|Bar0T peannsaynto oCTyna K KOHKPETHBIM TUMAM KNKOHYEBbIX HOCUTENEN N CHUTbIBATENEN:
e librdrfat12 — «k auckosogy n guckete 3.5"u pasgeny xecTkoro gmncka

6.2.4 bBbunbnuoteka librdrsup

Bubnnoteka librdrsup obecneumsaer peanuzauumio obwwmx yHKUMA JOCTYna K pasin4YHbIM YCTPOCTBaM
XPaHEHNS! KNHOYEBbLIX HOCUTENENA.

6.2.5 Moagynn faTYNKOB CNy4arHbIX 4Yucen

Bubnvoteku librdrrndm u librdrrndmbio obecneuunsatot nogaepxky pabotsi ¢ ousunyeckum ACH nporpammto-
annapatHoro komnnekca 3awuTtbl o1 HC n BuoACYH cooteetcTBEHHO.

6.2.6 bBbubnunorteka libasnldata nogaep>xkun nporokona ASN1

Bubnuoteka libasnldata copepxut dyHkumu npeobpasoBaHnsi CTPYKTYP [aHHbIX B MalUWHHO-HE3aBMCUMOE
npeacTaBaeHue.
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7 BcTtpausaHmne CK3W B npuknagHoe O

Mpu ectpaneanun CK3W Kpuntollpo CSP Bepcum 5.0 KC1 B npuknagHoe nporpaMmHoe obecnedeHue
LOJKHBI BbIMOJIHATLCS TpeboBaHusa pasgena 7 gokymenta MKTAN.00101-01 91 01. Kpuntollpo CSP. PykosogcTeo
agMmuHucTpaTopa besonacHoctn. Obwas Yactb n gokymenta XXTA.00101-01 96 01. Kpuntollpo CSP. PykosoacTeo
nporpamMmmucTa.

Ons ncnonszosanus 6ubnnotek Kpuntollpo CSP 8 OC AIX B npuknagHbix NpUioXeHUsX Npu JIMHKOBKE
brnbnmotek n ucnonHsiembix paiinos ¢ 6bubnmorekamm Kpuntollpo CSP  Heobxogumo wucnonbzosate CH++
komnonosmk (xIC r).

Mpu pabote ¢ CSP B foYepHUX NOTOKaX PEKOMEHAYETCS YCTaHaB/IMBaTb Pa3Mep CTeKa Afs NOTOKa He MeHee
700 KB:

e c nomouwbto pthread attr init() n pthread attr setstacksize() 3apaTb pasmep;

e nepegaTb aTpubyT B pthread create();

® YHNYTOXUTb €ro Bbi3oBOM pthread attr destroy().
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8 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
Kpuntollpo CSP. Pykoeoacteo agmuuuctpatopa besonacHoctu. Obwas 4vacts u pasgena 5 XXTHAN.00101-01 95
01. NpaBuna nonb3oBaHUs.

Mpu uncnonszosanun CK3W nog ynpasnednem OC AIX Heobxogumo npeanpuHATL AOMNONAHUTENbHBIE MEpbI
OPraHU3aLMOHHOrO U TEXHWYECKOrO XapaKTepa W BbIMOJAHUTL AOMOJHUTENBHbLIE HACTPORKM OMNEPALMOHHON CUCTEMBI.
Mpn aToM mosiXKHa pelaTbcs 3afada kKak obecnedveHns gonoaHuTenbHoi s3awmtel cepeepa n OC ot HC, Tak u
obecneyeHuns becnepeboitHOro peXxkuMa paboTbl N UCKOYEHNS KOTKa3a B ODCNY)KMBaAHUN Y, BbI3BAHHOIO BHYTPEHHUMU
npuynHamun (Hanpumep, nepenonHeHneM aiknoBbIX CUCTEM).

8.1 OpraHmnsaymnoHHo-TexHn4eckue mepbl 3awntbl ot HC/

Ons OC AlX pononHWTeNbHO [ONXKEH DbITh peannsoBaH CAeLYIOWMNA KOMMIEKC OpraHn3aLnoHHO-TEXHNYECKNX
mep 3awwmTsel ot HC/:

1) B cucreme peructpupyetcsi oguH nosib3oBaTesb, obnaAatownii NnpaBamMn afMUHUCTPATOPa, HOCALLMIA UMS
root, Ha KOTOpoOro Bosnaraercs obsisaHHoCTb koHdpurypuposaTs OC AIX, HacTpamsaTh besonacHocts OC AlX, a
Takxe KoHdpurypuposaTs [19BM, Ha koTopyto ycTanoeneHa OC AlX.

2) [ns nonb3oBaTens root BoIOUPaeTCs HAAEXHbIV Naposib BXO4A B CUCTEMY, YAOBNETBOPSIOLNI CNELYIOLLNM
TpeboBaHUAM: AJiHa Mapossi He MeHee 8 CMMBOJIOB, Cpeau CUMBOJIOB MapoJisi AOJKHbI BCTPEYaThbCA 3arsiaBHble
CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LMMPPbI U CrelnanbHbie CUMBOJLI, CPOK CMEHbI Maposisi HE pexe OfHOro pasa B 6
MeCsILEB, JOCTYN K Maposito AosKeH bbiTb obecneyeH TONLKO agMUHUCTPaTOPY.

3) lMonb3oBaTento root 4OCTYNHbI HacTpoiikn Bcex nonb3osaTeneit OC AlX, KoTopble OH MOXET NpoCcMaTpuBaTh,
PeAakTMpOBaTh, yAansaTb, co3aaBaTh. Bcem nonbsosatensim, 3apeructpuposaHibim B OC AlX, nonb3osatens root
B COOTBETCTBMM C MOJUTMKON He30MmacHOCTW, MPUHSATOW B OpraHU3auuu, LAET MUHUMAJIbHO BO3MOXHbIE 1S
HopMmanbHoOl paboTbl npaBa. Kaxgwili nonbsosatens OC AlX, He siBasiowmiicas nonb3oBaTesneMm root, MOXeT
MPOCMaTpUBaTb U PefaKTUPOBaTb TOJNbKO CBOM YCTAHOBKM B paMKax NpaB AOCTYNa, Ha3HAaYeHHbIX eMy MOoJib30BaTENEM
root.

4) Bcex nonb3osateneii [IBM, koTopble He MoNb3yloTCs [aAHHOW CUCTEMONA, UM BCEX CTaHAAPTHbIX
nonb3oBaTeseii, kotopble co3gatotcst B8 OC AlX Bo Bpemsi yctaHoBku (Takux, Kak sys, uucp, nuucp u listen), kpome
noJsib30BaTeNs root, cneayeT yaanunTb.

5) B OC AIX cyuwecTtBytoT ncnonHsiemble aiisibl, KOTOpbIE 3aMyCKalOTCs C MpaBamiu MOJb30BATENs root.
ITu daiinbl nmetoT yctanosneHHoblii pnar SUID. MNMonb3oBaTtens root [oMKeH OnpefennTb, KakuM 13 3Tux paiiios
B paMKax OMpefesieHHOW B OpraHmM3auumm NoauTMKM OesonacHoCcTu He TpebyeTcst 3anmyck C afMUHUCTPATUMBHLIMU
NoAHOMOYUAMU, 1 C noMowbto cbpoca dnara SUID gonkeHn cBeCTU KONMYECTBO Taknx (PaiioB K MUHUMYMY. 3anyck
ocTaBLmnxcst palisioe ¢ yctaHosseHHbIM hnarom SUID gonkeH KOHTPOAMPOBaTLCS MOJIb30OBATENEM rOOt.

6) Mpwn ncnonbzosanun CK3W Kpuntollpo CSP Ha MIBM, nogkntoueHHbIX K 0BLLE[OCTYNMHBIM CETSM CBA3M,
[OOJKHBI ObITh NPEANPUHATLI 4ONONHUTENbHBIE MEPbI, UCKHOYAIOLLNE BO3MOXKHOCTb HECAHKLMOHNPOBAHHOIO AOCTYNA
K CUCTEMHbLIM PECYpCam UCMOJb3YEMbIX OMEPALMOHHBIX CUCTEM, K MPOrpaMMHOMY ODECMeYeHuto, B OKPYXeHUH
koToporo cpyHkumonupytotr CK3W, n k komnonentam CK3W co cTopoHbl yKazaHHbLIX CeTeiA.

7) MpaBo poctyna k pabouum mectam c ycraHosneHubim 1O CK3W Kpuntollpo CSP npegocrasnsiercs
TOJILKO JINLAM, O3HAKOMJIEHHBIM C MPaBUIaMU MOJL30BAHUS U W3YYNBLUUM SKCMAYaTaUUOHHYIO LOKYMEHTAUMIO Ha
nporpammtoe obecnederue, umetowee B csoem coctase CK3U Kpuntollpo CSP.

8) Ha TexHnueckux cpeactBax, ocHaweHHbix CK3W, momkHO MCnonb30BaTbCs TOMBKO JIMLEH3NOHHOE
nporpaMmmHoe obecnedernne upmM-nponssoanTenei.
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9) B BIOS onpegensitotcsi yCTaHOBKM, WCKAIOHAOLME BO3MOXHOCTb 3arpy3ku OMEPaLVOHHONR CUCTEMBI,
OT/INYHOI OT ycTaHoBneHHon Ha HDD: oTknro4aeTcst BO3SMOXKHOCTL 3arpysku ¢ rubkoro aucka, npueoga CD-ROM
M npoyume HecTaHgaptHble Bugbl 3arpysku OC, Bkntodas ceteByto 3arpysky. He npumensitorcs N9BM c BIOS,
NCKJIOHAIOLMM BO3MOXHOCTL OTKtO4eHUsi ceTeBoii 3arpyskn OC.

10) Cpegcreamu BIOS gosnxHa BbiTh nckto4eHa BO3MOXHOCTb OTK/tOHeHUst nonb3osatensimmn ISA-yctpoiicts
n PCl-yctpoiicte npu ucnonssosanun MNMAK sawuter ot HC/.

11) Mpn sarpyske OC posmxeH ObiTb peann3oBaH KOHTPOJSb LIEJOCTHOCTU MPOrpaMMHOro obecnedeHus,
exogswero B coctae CK3U «Kpuntollpo CSP», camoii OC u Bcex ucnonHsiembix haiinios, hyHKLNOHUPYOLMX
coemecTHo ¢ CK3W ¢ ucnonszosatuem nporpammel CPVERIFY.

12) Bxoa B BIOS 3BM posxeH ObiTh 3aliniyeH napofieM, K KOTOPOMY MPeAbsBASOTCS Te ke TpeboBaHus,
4TO M K maponto nosib3oeartens root. MNapons ana exoga B BIOS pgoskeH BbiTh M3BECTEH TONBLKO MOJIL30BATENO OOt
1 BbITb OT/INYHBIM OT Napons nosib3osatens root ans exoga 8 OC AlX.

13) Cpegcreamn BIOS posmxHa bbITb umckItodeHa BO3MOXHOCTL paboTtel Ha IBM, ecnu BO Bpems ero
Ha4YaNbHOI 3arpy3Kn He MPOXOAST BCTPOEHHbLIE TECTbI.

14) Ha M3BM ycranasnusaetcs tonsko ogHa OC. Ha M3BM He ycranaBnuBatoTcsi cpefcTs pa3paboTku u
otnagku [M1O. Ecnun cpeactea oTnagkm NpuioXeHnii HyXKHbl 4151 TEXHONOMMYECKNX NOTPebHOCTEl opraHu3auumn, To nx
NCMOJIb30BaHNE LOJIKHO ObITb CaHKLMOHMPOBAHO aAMUHUCTpaTopoM besonacHocTu. B ntobom cnyyae 3anpewiaertcs
NCMOAbL30BaTh 3TN CPEACTBA AN MPOCMOTPA U PefaKTUPOBAHNS KOAa N NaMATU NpuaoxkeHnii, ncnonssyowmx CK3
Kpuntollpo CSP. Cnepyet usberate nonagaHusi B CUCTEMY MpPOrpamm, MO3BOASOWMX, Nonb3ysick owmnbkamn OC,
noJsiy4aTb NPUBUIErUN root.

15) [onxHo BbiTh orpaHunyeHo (¢ y4eTom BbIOpaHHONM B OpraHM3aumy noanTuki 6e3onacHocTyn) NCnosib30BaHme
NoAb30BaTENAMU KOMaHA Ccron 1 at — 3anMycka KOMaH[, B YKa3aHHOe Bpems.

16) [onxHo BbiTb peann3oBaHo hr3nYecKoe 3aTUpaHne COAEPKMMOTrO yAasieMbIX (haiifloB C NCMOJIb30BAHNEM
nporpammel Wipefile ns cocrasa CK3WU.

17) ﬂ,OJ'I)KHbI BbITb OTKIHOYEHBI BCE HENCNOJIb3yeEMbI€ CETEBbIE MPOTOKOJIbI.

18) B cnyyae nogkntouenust MIBM c ycranosnentsiv CK3W k obliefocTynHbiM ceTsiM nepeaayn AaHHbIX
NOJKHO ObITb OTKOYeHO ucnonb3osaHue JavaScript, VBScript, ActiveX u gpyrux nporpaMMHbiX OBBEKTOB,
3arpy>kaembix U3 CETU, B NPUKNAAHbIX Nporpammax 6e3s npoeefeHnst JONOJHUTENbHbLIX TEMAaTUYECKNX UCCAEeN0BaHNIA.

19) [osxHbl bbITb NPUHATBI MEPbI MO WCKAOHEHWNIO HECAHKLMOHWPOBAHHOMO AOCTYNa MOCTOPOHHWX Nl B
MOMELLEHNS, B KOTOPbIX ycTaHoBNEeHbI TexHudeckne cpeactea CK3W Kpuntollpo CSP, no pogy cBoeii gesitensHocTu
He SIBNSIIOLLMXCS NEepPCOHAIOM, JOMYLEHHbIM K paboTe B yKa3aHHbIX MNOMELLEHUSIX.

20) [omkHo ObITb 3ampelleHo OCTaBisATb 0e3 KOHTPONS BbIYUCANTENbHBIE CPEACTBA, HA  KOTOPbIX
skcnnyatupyercs CK3U Kpuntollpo CSP nocne BBoga kntouesoin nndpopmauuu. MNpn yxoge nonbsosatens ¢ paboyero
MecTa JOJIKHO MCMOJb30BaTLCS aBTOMATMYECKOE BKJIOHEHNE NAPOJILHON 3aCTaBKuU.

21) ApgmunHuctpaTopoM 6€30MacHOCTM AOMKHO ObITb NPOBEJEHO OMedaTbiBaHME CUCTEMHOrO 6noka ¢
yctaHoBnenHoiM  CK3W  Kpuntollpo CSP, wckntovatoee BO3MOXKHOCTb HECAHKLMOHWPOBAHHOIO  N3MEHEHUS
annapaTHoli YacTu pabouyeli cTaHuun.

22) N3 cocTtaBa cucTembl [O/DKHO ObITb MCKIOYEHO ODOPYyAOBaHME, KOTOPOE MOXET CO34aBaTb Yrposy
6esonacHoctn OC AIX. Takxe Heobxoanmo nsberaTb NCNONL30BAHNSA HECTAHAAPTHBIX anNMnapaTHbLIX CPEACTE, UMEIOLLINX
BO3MOXXHOCTb BANATE Ha pyHkumoHmporanmne NMIBM uan OC AlX.

23) Mocne nucrannsuyun OC AIX cnepyeT ycTaHOBUTb BCE PEKOMEHLOBaHHbIE MPOrpaMMHbIE OBHOBNEHUS U
nporpamMmmHble OBHOBAEHUSI, CBA3aHHbIE C HE30MACHOCTLIO, CYLLECTBYIOWME HA MOMEHT WHCTaNNSLMN.

24) Ha Bce pupekTtopum, cogepxatyne cuctemubie daiinbl OC AIX n katanorn CK3W, Heobxognmo yctaHoBUTS
npaBa 4OCTyna, 3anpewatoLne BceM nonb3oBaTensiM, kpome Bnagensua (Owner), 3anuce.
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25) B cBs3m c Tem, 4TO aBapuwiiHblii 4aMn OMEpPaTMBHOW MaMsITU MOXET COLEPXaTb KPUMTOrpadpuyecku
onacHyto nHdopMaumnio, B NpuKAagHeix nporpamMmax, ucnonssytowmx CK3W, cregyeT oTKNO4MTE BOSMOXHOCTL €ro
cosgaHus ¢ nomowbto yHkumn ulimit (ycraHosuts pasmep gamna namsitu B 0).

26) B OC AlX ncnonb3yercs BupTyanbHasi namste. Obnactb BUpTYanbHoOii NaMsTi JosxxHa bbITb OpraHn3oBaHa
Ha OTAENLHOM XeCTKOM aucke. 1o okoHuaHumn paboTtel CK3W cogepxumoe BUpTYyansHOW NaMsaT LONXKHO 3aTMPATLCS
¢ ncnonb3osaHuem cpeacts OC. B cnydyae aBapuiiHoro octaHoBa DBM, npu cnepytoweii 3arpyske Heobxoanmo B
pexume «single user» ounctuTb obnacte BUpPTyanbHOW namsTu nporpammoli wipefile, Bxogaweli B coctas CK3U
Kpuntollpo CSP. B cnyyae Bbixoga M3 CTPOS XKECTKOrO AMCKA, Ha KOTOPOM HaxOAWUTCSt 0b6nacTe BUPTYasibHON namsaTy,
KpuntorpaduHeckne KAtUM MOAJeXaT BblBOAY W3 AelCTBUS, a >KECTKUWA AWCK HE MOANEXALLUM PEMOHTY. IDTOT
XKECTKNIA JUCK YHUYTOXKAETCS MO MPaBUiaM YHUYTOXKEHUS KIKOYEBLIX HOCUTENEl.

8.2 [HononHutenbHblie HacTpoiiku OC AlX

Hononnutenshble HacTpoiiku OC AlX kacatotca cnegytouero:

OorpaHuyeHne JOCTYNa Nosb30BaTeNed N HACTPOKN NOJIb30BATENLCKOrO OKPY>XXEHUS;
OrpaHUYeHNe CETEBbLIX COEAUMHEHWIA;

OrpaHUYEeHNsl MPU MOHTUPOBAHUM (PAAIOBLIX CUCTEM;

OrpaHUYEeHNs Ha 3aMyCcK MPOLLECCOB;

e koHTposib 3arpy3ku OC v KOHTPOJb LENOCTHOCTU CUCTEMHOrO 1 MPUKJIALHOrO NPOrpaMMHOro obecnedeHus
[OJKEH 0DeCneynBaTLCS NPY NOMOLLYM MPOrPaMMHO-annapaTHoro kommiekca sawutsl oT HC/ (cm. cooTseTcTByOW NI
pa3gen B gokymente XXTHK.00101-01 91 01. Kpuntollpo CSP. PykosoacTeo agmuuuctpaTtopa besonacHoctu. Obuas
4acTb);

aonosiHuTensHele HacTpolikn sigpa OC;

HACTpoliKa CeTEBbIX CEPBUCOB;

OrpaHUYeHne KOJIMYeCTBa «BUAMMON N3BHEY WHMOPMALUN O CUCTEME;
HaCTpolika NOACUMCTEMbI MPOTOKOJIMPOBAHUS N ayanTa.

Hactpoiikn  OC AIX BbinonHsitotcs  nytem  pepaktupoBahusi  (yganeHus, pobasneHusi)  pasnnyHbix
KOHUTYPaLMOHHBIX U KOMaHAHbIX haiiios.

[ns coxpaHeHUsi BO3SMOXHOCTU «OTKAaTUTb» BHECEHHblE W3MEHEHUS CNeAyeT COXPaHsiTb MoaudUuMpyeMble
aiinbl B «besonacHom» MecTe (Ha BHELLHEM HOCUTENE UM HA HE MOHTUPYEMOIA aBTOMaTUYecKu (aiisioBolt CUCTEME).
MenatenbHo ckonMMpoBaTh N3MeHsieMble aiibl (KaTanorn) ¢ COXpaHEHNEM CTPYKTYpbl KaTasioros.

OrpaqueHme AoCTyna nosib3oBaTtenein n HaCTPOFIKM NoJ1b30BATEJIbCKOINro OKpy>XeHus

HacTpoiika nosb30BaTENbLCKOrO OKPYXXEHNSI 3aKHOYAETCS B CIEAYIOLNX AEACTBUSX:
1) Wcnonb3ys ytunnTy smitty, cneayeTt yCcTaHOBUTH CNeAytOLNE AUPEKTUBbI A1t BCEX MOSIb30BATENEN CUCTEMBI:
e Expiration date — He Bosbwe 30 aHed ¢ MOMeHTa co3aaHus.
e Number of failed logins before locked=3 (konun4ecTBO HEBEPHBIX MOMBITOK PEMUCTPALMN NOL30BATENS ).
o Soft core file size=0K (gns 3anpeta cosganus core-paiinos).
e UMASK=022 (napameTp 3agaeT macky cosfaHusi aiiia no-yMosHaHumio).
e Another user can su = False (napameTp orpaHu4nBaeT BO3MOXXHOCTb PErMCTPaLMi Cyneprob30BaTeNs
Yepes yTuanTy su).
2) Ons  nonb3oBaTens root YCTaHOBWTb Macky pexuma cosgaHus  daiinos 077 wwm  027:
umask 077 (umask 027);
3) Ortpegaktuposats aiin /etc/shells n NOMECTUTb B HEFO MMEHA TONILKO AJISt TEX UCTOJIHSIEMbIX (haliioB
0bosioyek, KOTopble yCTaHOBNEHbI B cucTeme. [lo-ymonyanmio, cogepxxmumoe daiina /etc/shells MoxeT bbiTh TakuM:

/bin/csh
/bin/tcsh
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/bin/sh
/usr/local/bin/bash

4) Ypanutb caiin (ecnu oH cywecTsyet) /.rhosts.

5) Vpanutb copepxumoe cpaiina /etc/host.equiv.

6) OtpegaktupoBate cpaiin /etc/pam.conf c uenbto 3anpeta rhosts-ayteHTudmkauyum. Boinonusercs
KOMMEHTMPOBAHMNEM BCEX CTPOK, COAEPXKaLLMX NogCTPoKy 'pam rhosts auth.so'.

7) TMpoBepnTb nAEHTNNKATOPLI MONBL3OBATENS W FPYNMbI A/ BCEX MOJb30BaTENEN, NEPEHNCIEHHBIX B (haiise
/etc/passwd. Cnegyet ybeauThecs, 4TO He CyLLECTBYET MoJib30BaTenell, UMeloWmMxX ngeHtudmnkatop nonssosatens 0
n naeHTudpmkatop rpynnbl 0 KpOMe, BO3MOXHO, NOJIb30BaTENS root.

8) CozpaTb nepedeHb NPoOrpamMm, KOTOpble 3aMyCKalOTCs C NpaBaMn agMUHUCTPATOPa, N KOHTPOIMPOBATL €ro
HEU3MEHHOCTb;

9) 3anpeTuTb perucTpayunio B CUCTEME NOJb30BATENEN, UMEIOLWNX CIEAYIOWNE «CAYXKEDHbIE NMEHa

e daemon
bin
sys
adm
Ip
smtp
uucp
nuucp
listen
nobody
noaccess

[elicTBune BbINONHAETCS NyTeM yka3aHus B daiine /etc/passwd cTpoku ' ' B none shell-nporpammbl u ykasanus
cumsosia 'x' B nosie napons.

OrpaHuyenus npn MoHTUpoBaHuun aiinoBbIX CUCTEM

OrpaHudeHnss npum  MOHTMpPOBaHUM  PaAliNOBBIX  CUCTEM  PeanuUsyloTcs  pefakTuposaHnem  dpaiisia
/etc/filesystems:
e VYCTaHOBMTL onuumto nosuid Npu MOHTUPOBaHWMM haiinoBbIX cMCTeMbl 1 /var.

Mpy MHCTanNSILMM CUCTEMBI CELYET BbIAENTL Ans chaiinosbix cuctem /, /usr, [usr/local, /var, /opt, /export
pasHble pasgenbl AUCKA ANs NPEfOTBPALLEHUS MEPENOJHEHNSI KPUTUYHBIX paiinosbix cuctem (/, /var) 3a cuer,
HanpuMmep, NoJib30BaTeNbCKNX AaHHbIX N ODecneyveHnsi BOSMOXHOCTU MOHTUPOBaHWs ¢aiinosbix cuctem /usr u /opt
B pexume "Tonbko ans yteHus".

OrpaHuyeHuns Ha 3anyck nNpoueccos

CnefyeT orpaHnynTb MCMOJIb30BaHNWE B CUCTEME MIAHWPOBLUMKA 33434 Cron U CPeACTB NakeTHoW obpaboTku
3agaHunii. [Jns HOPManbHOrO (PYHKUMOHUPOBAHUS CUCTEMbI MUHUMAJIBHO HEODXOAUMLIM SIBASIETCS Pa3peLueHmne
MCMONb30BAHUS MIAHMPOBLYMKA 33afa4 Cron M CPEACTB MakKeTHOW 0bpaboTku 3afaHnii TOABKO MOJIb30BATENIO rOOt.
[ns 3Toro cnepyet BbINONHUTBL CheaytowMe KOMaHAbl (OT UMEHU Cynepnonb3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow
Hactpoiika ceTeBbix cepsucos

HacTpoiika ceTeBbIX CEPBUCOB 3aK/IOHAETCA B CIELYIOLLEM:
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1) Cnepyer orpaHnynTb (PYHKLNOHANBLHOCTL CEPBUCOB HE WCMO/b3yeMbIX B AaHHOW cucteme. [elicTBue
3aK/I04aETCs B pefakTupoBaHun cpaiina /etc/inittab. B cpaiine /etc/inittab cnepyer 3akommeHTpoBaTh (yganuthb)
CTPOKM, COAEPXaLLUME OMUCAHWUS TEX CEPBMCOB, MCMOJIb30BaHWE KOTOPLIX HAa KOH(UIYPUPYEMOM KOMMLIOTEPE HE
ABNAETCS HEOBXOANMBIM.

Kak MUHUMYM, CnegyeT 3anpeTuTb CAefyrowne CepBUchI:

e echo
discard
daytime
chargen
finger
systat
netstat
tftp

e telnet

2) Wcnonb3ayst yTnamTy smitty, OTKAOYNTL HENCMOJIb3YEMbIE CETEBbIE CEPBUCHI, U CYXKDbI, 3anyckaeMbix npu
crapte cuctembl. Crepyet 3anpetuTb npuem u3 BHewHeli cetu "wmnpokosewatensHbix" (broadcast) naketos, a Takxe
nepeaadvy OTBETOB Ha NMpuHsTbe "WnpokoBewaTenbHele' nakeTs.

3) Ecnn nnavupyeTcsi ucnonb3oBaTb Ha HacTpansaemoMm cepsepe cepeuc FTP, To cnepyer 3anpetuts goctyn
no npotokony FTP nonb3oBaTensim, onsi kOTOpbIX 3anpelleH JocTyn K cepeepy no npotokony FTP. B cnucke
«3aMpeLLeHHbIX» NoNb30BaTeNell, KaK MUHUMYM, AOJKHbI ObITb NepevmncieHbl CeaytoLme NMeHa NoJb30BaTeNei:

e adm
bin
daemon
listen
Ip
nobody
noaccese
nobody4
nuucp
root
smtp
sys
uucp

4) [ns orpaHumyeHuss AOCTyna K CUCTEMHbIM paiinamM ANs HENpUBUAErMPOBaHHbLIX MOJIb30BATENENd, U3
KOMaH[HOI CTPOKU CNeAyeT BbIMOJHUTL CNeAyoLMe KOMaHAab!:

root /etc/mail/aliases
644 /etc/mail/aliases
750 /etc/security

000 /usr/bin/at

500 /usr/bin/rdist

400 /usr/sbin/sync

400 /usr/bin/uudecode
400 /usr/bin/uuencode

chown
chmod
chmod
chmod
chmod
chmod
chmod
chmod

5) Takxe cnepyet obHynuTb cpnar SGID gns HekoTOpbIX UCNONHSIEMbIX (haliNoB:

chmod g-s
chmod g-s
chmod g-s
chmod g-s
chmod g-s

/usr/bin/mail
/usr/bin/mailx
/usr/bin/write
/usr/bin/netstat
/usr/bin/nfsstat
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chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap

OrpaHunyeHune KonNnYecTsa «BUAUMONM U3BHE» MHGOPMALMN O cuCcTeEMe

O6bI4HO, HavanbHylo WHGOPMALMIO O CUCTEME MOTEHUMANbHBIA HapyWWTENb NOAYHYaeT N3 CUCTEMHbIX
NpUrnaLleHnii, BblgaBaeMbIx ceTeBbIMU cnyxbamu cepeepa (telnet-cepsep, ftp-cepsep u np.).

K Mepam no orpaHuyeHunto KOIMYeCTBa «BUANMON U3BHE» WH(DOPMALMM O CUCTEME OTHOCSTCS:

e OTKas OT CTaHAAPTHOrO «3arosioBKa», BbIBOAUMOrO CEpBEPOM ftp mpn oTBeTe Nonb30BaTENIO.

e PepaktupoBanue daiinos /etc/issue, /etc/ftpbanner n /etc/motd c uenbio pasbsicHeHMst NOb30BaATENSM
NpaBwI N NOANTWKM JOCTYNa K cepsepy ftp.

HacTtpoiika nogcuctemMbl NpOTOKOIMPOBAHUA U ayauTa

1) CrepyeT yAoCTOBEPUTCS, HTO TOJILKO MOJb30OBATENb FOOt MMEET JOCTYM Ha 3annch AJ1si PaiiioB COAEPXKALLMX
MHOPMALIMIO O MPOTOKOJINPYEMbBIX CODLITUSIX.

2) Ecnn Ha HacTpauBaemMoM cepBepe uCnosib3yeTcsi web-cepeep, To cnefyer ybeamTbCs, HTO TOJIBKO
«Bnageney» npouecca httpd nmeer goctyn Ha 3anuck Kk npotokonam httpd

3) C yuetom BbiDpaHHOI B OpraHu3auMm NOAUTUKA DE30MacCHOCTH [OMKHO ObITb OFPaHNYEHO NCMONL30BAHME
NONb30BaTENAMU KOMaHA su 1 sudo — NpesocTaBNeHns NOIb30BATENO aAMUHUCTPATUBHBLIX MOJIHOMOYNIA

4) CnepyeT NpoOTOKOJIMPOBATL MOMbLITKM NCMOJb30OBaHUS MPOrpamMmm su u sudo.

5) CnepyeT nMpoTOKO/IMPOBaThL CeTeBble coefuHeHnst (BkatoHas paTy/Bpems coeamHenus, |P-agpec knmnenTa,
YCTAHOBMBLLErO COEAMHEHNE U UMSI CEPBUCA, ODC/Y)XXNBAIOLLETO COELUHEHNE).
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9 TpeboBaHusi No KpunTorpacpmnyecko 3awmTe

JomkHbl BbINOAHATLECA TpeboBaHus no kpuntorpaduyeckoii 3awmTe pasgena 6 gokymenta XXKTA.00101-01
91 01.Kpuntollpo CSP. PykoeoacTeo agmuHuctpatopa besonacHoctn. Obuwas vacTte B HacTtu, kacatoweiica OC AlX.

Heobxognmo BbINONHUTL HACTPOIKY onepaunoHHoi cuctembl anst pabotel ¢ CK3W no paza. 8.2.

KOHTpOJ’IeM LENOCTHOCTU OOJIXKHDbI BbITb OXBayeHbl (baﬁﬂbl:

AIX (Power PC 32 bits)

/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestf
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi20.s0.4.0.5
/opt/cprocsp/lib/ppc/libcpext.s0.4.0.5
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.5
/opt/cprocsp/lib/ppc/libasnldata.so0.4.0.5
/opt/cprocsp/lib/ppc/libssp.s0.4.0.5
/opt/cprocsp/lib/ppc/libenroll.so.4.0.5
/opt/cprocsp/lib/ppc/liburlretrieve.so0.4.0.5
/opt/cprocsp/bin/ppcb4/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppcb4/inittst
/opt/cprocsp/bin/ppc64/csptestt
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.5
/opt/cprocsp/lib/ppc64/libcpext.so0.4.0.5
/opt/cprocsp/lib/ppc64/1ibpkixcmp.so0.4.0.5
/opt/cprocsp/lib/ppc64/libasnldata.s0.4.0.5
/opt/cprocsp/lib/ppc64/1libssp.s0.4.0.5
/opt/cprocsp/lib/ppc64/libenroll.so0.4.0.5
/opt/cprocsp/1lib/ppc64/liburlretrieve.s0.4.0.5
/opt/cprocsp/bin/ppc/curl
/opt/cprocsp/lib/ppc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libepcurl.a
/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/ppc64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64/libcpcurl.a
/opt/cprocsp/lib/ppc/libcsp.so0.4.0.5
/opt/cprocsp/lib/ppc/librdrrndmbio_tui.so0.4.0.5
/opt/cprocsp/lib/ppc64/1libcsp.so0.4.0.5
/opt/cprocsp/lib/ppc64/librdrrndmbio_tui.so.4.0.5
/opt/cprocsp/lib/ppc/libecppkeslil.so.4.0.5
/opt/cprocsp/lib/ppc64/1libcppkesll.so.4.0.5
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
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/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.5
/opt/cprocsp/lib/ppc/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.5
/opt/cprocsp/lib/ppc/librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/ppc/librdrfati2.s0.4.0.5
/opt/cprocsp/lib/ppc/libcapil0.s0.4.0.5
/opt/cprocsp/lib/ppc/libcpui.so.4.0.5
/opt/cprocsp/sbin/ppc/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount_flash.sh
/opt/cprocsp/bin/ppc64/cpverify
/opt/cprocsp/bin/ppc64/wipefile
/opt/cprocsp/bin/ppc64/csptest
/opt/cprocsp/lib/ppc64/1librdrrdr.so.4.0.5
/opt/cprocsp/lib/ppc64/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/ppc64/librdrsup.s0.4.0.5
/opt/cprocsp/lib/ppc64/librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/ppc64/librdrfat12.s0.4.0.5
/opt/cprocsp/lib/ppc64/1ibcapil0.so0.4.0.5
/opt/cprocsp/lib/ppc64/libcpui.so.4.0.5
/opt/cprocsp/sbin/ppc64/unreg_prov_type_name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount_flash.sh
/opt/cprocsp/lib/ppc/librsaenh.s0.4.0.5
/opt/cprocsp/lib/ppc64/librsaenh.s0.4.0.5
/opt/cprocsp/sbin/ppc/stunnel _thread
/opt/cprocsp/sbin/ppc/stunnel_fork
/opt/cprocsp/sbin/ppc/stunnel_hsm
/opt/cprocsp/sbin/ppc64/stunnel_thread
/opt/cprocsp/sbin/ppc64/stunnel_fork
/opt/cprocsp/sbin/ppc64/stunnel_hsm
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

ﬂ'ﬂﬂ BKJ'IPO‘-IGHI/IFI/OTKJ'IIO‘-IEHVIH 3Ha4eHmne IOg I/ICI']OJ'Ib3yI7ITe:
1) RH7.3, RH9.0

[ns 3agaHns ypoBHs npoTokona:
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9

[ns 3agaHns dpopmata npoTokona:
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format O0x19

[ns npocmMoTpa Macku TekyLlero ypoBHsi 1 chopmaTta npoTokosa:
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

2) ans RH 7.3, RH 9.0 yposHs sigpa

insmod drvcsp.o log_level=0x9

3HayeHMeM napameTpa ypoBeHb NPOTOKONA SIBASIETCS buTOBast Macka:
N DB ERROR =1 # coobuenus ob ownbkax
N DB LOG = 8 # coobuieHusi o Bbi3oBax

3HayeHnem napametpa dopmaT NPOTOKOA SIBNSETCA BUTOBasi Macka:
DBFMT _MODULE = 1 # BbiBOgUTL nMsi Moaynsi
DBFMT_THREAD = 2 # BblBOANTbL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBOguTh nMsi cbyHKLMM

DBFMT _TEXT = 0x10 # BbiBOogMTb Camo coobLueHune

DBFMT _HEX = 0x20 # sbisognts HEX gamn

DBFMT_ERR = 0x40 # BbiBoguTb GetlLastError
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHyNMpo-
BaHHbIX

Bcero
NNCTOB
(ctpatuu) B
AOKYMeHTe

Ne
OOKYMEHTA

Bxogsnii

Ne conposo-
ANTENBHOMO
OOKYMEHTa

n pata

Mognuck

HaTa
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