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AHHOTAUUA

HacToawmin [OKYMEHT onucbiBaeT coctaB pyHKUMN n TectoBoe MO CK3U
XKXTAN.00050-03 n npeaHasHaueH ans paspaboTku npuknagHoro MO ¢ HenocpeaCTBEHHbBIM
BbI30BOM (yHKUMIN CK3U, a Takxe onpeaensieT TpeboBaHMs K ONepauuMoHHbIM CUCTEMAM
npu sBcTpanBaHum CK3N.

1. 0OnucaHmne nporpaMMHbIX UHTEpPdENCOoB

Mcnonb3oBaHMe HU3KOYPOBHEBOIO MHTepdENnca KpMnTonpoBanaepa, No3BosSOWEro
BbINOSIHATb Takue dyHKUMM Kak reHepaums n paboTa C KJII04YaMMK,
wundpoBaHme/pacwumdpoBaHne  AaHHbIX, XeWwuMpoBaHME W  3NEKTPOHHAs  MNOANMUChb,
onuceiBaeTcs B danne

CSP_3_6.chm - System Program Interface (CryptoAPI).

OncTtpnbyTmnebl C NpucTtaBkon mini npeacrtasnaT cobort dopMy mcnonHeHmna KC1,
peanm3yowyto dyHkumn CK3U, Takyl, 4TO perucrpauvs B OMepaumMoHHON CUCTEME He
npeaycMaTpusaeTcs. Bonpoc LenoCTHOCTM AAaHHOrO MCMONIHEHUSA AOMKEH obecneynBaThbCs
pa3paboTUMKOM MPUNOXKEHUNN.

Onctpnbytmnebl ¢ npuctaskon web npeacrasnaT cobon dopmy mcnonHeHuns KC1,
peanum3ytowyto ¢yHkunm CK3W, Takylo, 4TO B HEW OTCYTCTBYHT MOAYIN TMOAAEPXKKMU
K/l0YEBbIX HOCUTENEN.

Mpn NCNONb30BaHUM AAHHOIO TUNAa AUCTPUBYTMBOB ANA ayTeHTUdukaunm Tpebyertcs
NCMoJb30BaThb AOMNONHUTESIbHbIE MEXAHU3MBbI.

®ann CSP_3_6.chm B nonHOM o6beMe OTHOCATCA K ANCTpMbyTMBaM mini.

®ann CSP_3_6.chm oTHOCMTCA K AucTpmbyTmBam web B 4acTu AOKyMeHTauuu,
KoTopas onpeaenseT GyHKUMOHaNbHOCTb C MPU3HAKOM verify context.

Ncnonb3oBaHue nHTepdenca SSPI, obecneumsatowero peannsauyumio npotokona TLS,
obecneumBawulero paboty c naketamm 6e3omacHoOCTM npu BblbOpe U WMHUUMaNU3aUnm
nakeTta, C YAOCTOBEpPEHUAMM Cyb6bEKTOB 6€30MacHOCTW, YCTaHOBNEHWE COEANHEHUN,
nepefavy AaHHbIX, pacnpeaeneHne namsaTn, onucbisaeTcs B dainie

SSPI_3_6.chm - Security Support Provider Interface (SSPI).

Mcnonb3oBaHMe BbICOKOYpPOBHEBOro UWHTepdeinca CryptoAPI, obecneumBatowero
Habop dyHkumMn ansa obpaboTkm cepTUdUKaATOB, CAUCKOB OTO3BaHHbIX CcepTUdUKaTOB,
pacllMpeHHOro WCNoNb3oBaHWUA Kiw4ya, paboTbl € npoBanaepoM, BbIpaboTKM 3HavyeHus
PYHKUMM X3WKMPOBAHUA W 3MIEKTPOHHOW noanucu, 3awundpoBaHuMa M pacwmdpoBaHus
AAHHbIX, paboTbl C XpaHWIuweM cepTUdUKaTtoB U NOAAEPXKKU UAeHTUdUkaTopa obbekTa,
onucaHo B anne

CAPILite_3_6.chm - CryptoAPI Lite (CAPILite).

Obwas wuHdopMauusa, ucnonblyemMas Ans8  Co34aHusa  MoAyns  MNOAAEPXKKMU
cunTbiBaTenen, HocuTenem WM [aTUMKOB CrydalHbIX 4ucen, coaepxalwas Heobxoammble
OMUCaHnA N onpeaeneHns, CoAepXnNTca B danne

reader_3_6.chm

[JOKyMeHTauMs No MCMNoab30BaHUIO MoAayfel Kpuntorpaduyeckon noafepXKu
npotokonos IKEvl, AH n ESP cogepxutcsa B danne.

ikespah.chm

NHTepdelic PKCS#11, peanusywwmin 6azosoe onucaHme RSA Labs v2.30, ¢

AopaboTkaMn B COOTBETCTBMM C TpeboBaHUSAMM NOAAEPXKKM POCCUIMCKMX CTaHAAPTOB Ha
peanusaumio Kpuntorpapuyecknx yHKUNN.

PKCS11_3 6.chm
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2.TpeboBaHusa K ornepaunoHHON cucteme ans
BCTPOEHHOro NpuMeHeHunsa. Linux.

[Ons BCTPOEHHbIX MPUMEHEHUN A0JIXXHbI 6bITb BK/IIOYEHbI KOMMOHEHTbI U MOACUCTEMBI
6a3soBoi OC:

LSB 4.0, pasgen III. Base Libraries

Cnucok HeobxoauMbIX BUBNMOTEK MO NakeTaMm:

cprocsp-curl
libc.so.6
libdl.so.2
libgcc_s.so.1
libidn.so.11
/lib/ld-linux.s0.2
libm.so.6
libpthread.so.0
librt.so.1
libstdc++.50.6
libz.so.1
linux-gate.so.1

cprocsp-ipsec-ike
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libstdc++.50.6
linux-gate.so.1

cprocsp-npcades
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rdr-gui
libc.so.6
libdl.so.2
libgcc_s.so.1
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libICE.s0.6
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libSM.s0.6
libstdc++.50.6
libuuid.so.1
libX11.s0.6
libXau.so.6
libxcb.so.1
libXdmcp.so.6
libXext.so0.6
libXm.so0.3
libXmu.so0.6
libXp.so0.6
libXt.so0.6
linux-gate.so.1

cprocsp-rdr-pcsc
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rsa
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-cades
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6




XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoacTBo nporpamMMumcTa

linux-gate.so.1

Isb-cprocsp-capilite
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kcil
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/Id-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-ocsp-util
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-pkcsl1
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
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libm.so.6

libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-fkc
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/Id-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-sobol
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

rtsupcp
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Kpome Toro, nakety lIsb-cprocsp-capilite ana pabotbl ¢ ceTbto Heobxogmm nnb6o
naket cprocsp-curl nnbo naket curl (nocnegHUn MOXHO B3ATb M3 auctpmbytmea OC, u3
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noctaBkn CSP unu c canta paspabotumka: http://curl.haxx.se/). Mpu oTCcyTCTBMK 3TOroO
naketa 6asoBass PyHKUMOHANIBHOCTb COXPAaHUTCH, HO Takne pyHKumMM paboTbl C CETbl Kak
aBToOMaTuyeckoe BblkadmBaHue CRL mnn 3anpoc ceptndukaTa Ha YL uyepe3 ytunnty cryptcp

6yayT He AOCTYMHbI.

Makety Isb-cprocsp-rdr-pcsc ansa pabotbl CcO cMapT-kKapTamm HeobxoauM nakeTr
libpcsclite s ancrpubytmnea OC. B 3aBUCMMOCTK OT TOro, Kakol MCNoJSib3yeTcs AUNCTpmMbyTnBe
Linux Ha3BaHue nakeTa mMoxeT BapbupoBaTbcs (libpcsclite, libpcsclitel ).

LSB 4.0, pasgen VI. Commands and Utilities

[Ona ycrtaHoBkM Heobxoammoro nakerta Isb-cprocsp-base TpebytoTca yTuanNThbI:

'cat’
‘chmod'
'ep
'crontab’
'echo’
'fgrep'
'grep’
"n'
'mkdir’
'rm
'sed’
'sysctl'
'test’
'true’

'dpkg' * Tonbko ansa Debian n Ubuntu
Ons ycCTaHOBKM BCEX OCTallbHbIX MaKeTOB 3@ WCK/OYeHUEM cprocsp-drv-devel

AOCTAaTO4YHO NOAMHOXeCTBa 3TUX YTWUIIAUT.

Heobxogmnma yTunuta
'uname'

Ona ycTtaHoBku cprocsp-drv-devel Takxe

LSB 3.1, pasgen VI. Execution Environment 16. File System Hierarchy
Heobxoanmbl cnepyrowme pasgenbl CO CeayowmMmMn BO3MOXHOCTAMM:

/opt/cprocsp

Mocne ycrtaHoBku aAnctpubyTtueBa Ans
(PYHKUMOHUPOBaAHUA MpoAyKTa AOCTaTOYHO
npas TOJIbKO Ha YTeHue.

/etc/opt/cprocsp

Mocne ycrtaHoBku anctpubyTtueBa Ans
(PYHKUMOHUPOBAHUA MNpoayKTa A[AOCTaTOYHO
Nnpas TOJIbKO Ha YTeHue.

MpU M3MEeHeHMM HacTpoeKk, a TakKxe
npu onepaumax C  JINUEH3MEeNn Takxe
HeobxoaMMbI NMpaBa Ha 3anuch.

/var/opt/cprocsp

Bo Bpems paboTbl ¢ CSP HeobxoaMMbl
npaea Ha 4YTeHWe M Ha 3anucb. Coaepxxmnmoe
OVPEKTOPUM  [AOMKHO COXPaHATbCS Mexay
nepesarpy3skaMmu.

Mpn KMCNONb30BaHMM B KayecTBe OTUYYXAAEMOro KJ/IOYEBOr0 HOCUTENS AUCKET
0XUWAaeTcsl, YTO ANCKETaM COOTBETCTBYIOT YCTPOMCTBA
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/dev/fdO, /dev/fd1l v Tak nanee.

LSB 4.0, pasgen VIII. System Initialization 20. System Initialization 20.1. Cron
Jobs

Heobxoammo 6azoBoe pyHKLMOHMPOBAHME Cron .

Ona mncnonb3oBaHUsi B KaydecTBe OT4YyXAaemoro knaw4desoro Hocutensa USB flash
drive HeobxoanMMo pYHKLMOHMPOBaHME CNyx6bl udev.

LSB 4.0, pasgen X. Package Format and Installation

Heobxoanma noaaep>XxkKa MexaHmn3Ma yCTaHOBKM rpm.

3.TpeboBaHuna K onepaunoHHON cucTteme Ans
BCTPOEHHOro NnpuMeHeHus. Solaris.

,U,J'IFI BCTPOEHHbIX I'IpVIMGHGHVIVI AOJIXKHbI 6bITb BKJZIHOYEHbl KOMMOHEHTbI U noACUCTEMDbI
6azoBoi OC:

1. TpeboBaHusa K Hannumnio 6MGINOTEK N MAKETOB.
Cnuncok HeobXoaAUMbIX 6MBAMOTEK MO NakeTaM:
CPROCades
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROcpl
libaio.so.1
libc.so.1
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libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROcurl
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libldap.so.5
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libnspr4.so
libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.so0
libthread.so.1
libuutil.so.1
libz.so.1
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libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libldap.so.5
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libnspré.so
libnss3.s0
libnssutil3.s0
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.so
libthread.so.1
libuutil.so.1
libz.so.1

CPROkc1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2

10
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libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROkc2
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROOCSPut
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

11
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libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

CPROrdfk
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

CPROrdg
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1

12
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libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.so0.2
libuutil.so.1
libX11.s0.4
libXext.so0.0
libXm.so.4
libXt.so0.4
libXtsol.so.1
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.so0.2
libuutil.so.1
libX11.s0.4
libXext.so0.0
libXm.so.4
libXt.so0.4
libXtsol.so.1

CPROrdp
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1

13
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libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROrdr
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1

14
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libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

Kpome Toro, nakety CPROcpl ansa pabotbl ¢ ceTbto Heobxoamm nnbo naketr CPROcurl
n3 noctaemknu CSP nubo naket curl (nocnegHuin MOXHO B3siTb M3 auctpubytuea OC, wm3
noctaBkn CSP wnun c canta paspabotumka: http://curl.haxx.se/ ). MNpu oTCcyTCTBUM 3TOrO
nakeTta 6asoBas PyHKLMOHANbHOCTb COXPAaHUTCS, HO Takne PyHKUMKM paboTbl C CETbIO Kak
aBTOMaTuyeckoe BbikaymBaHme CRL nnu 3anpoc ceptudukarta Ha YL, yepes ytunuty cryptcp
6yayT He AOCTYMHbI.

Maketry CPROrdp pansa paboTbl co cMapT-kapTamMum HeobxoomMMm nakeT pcsclite
(Hanpumep, nakeT SUNWpcsclite ns guctpmbytusa OC).

2. TpeboBaHWS K CUCTEMHbIM YTUINTAM.

Ona  yctaHoBkn Heobxoammbix naketoB CPRObase CPROrdr Heobxoanmo
(pyHKLUMOHUPOBaHME YTUIUT:

'cat
'chmod'
'ep
'crontab’
'echo’
'fgrep’
'grep’
"n'

rm
'sed’
'sysctl'
'test’
'true’

NS yCcTaHOBKWM BCEX OCTaNbHbIX NakeTos 3a uckn4deHnem CPROdrv n CPROdrvd

[OCTaTOYHO noAMHOXecTBa 3TUX yTunut. [Ona  yctaHoBkun CPROdrv  Takxke
HeobxoaUMbl YTUNUT:

'add_drVv'
'isainfo’
'rem_drv'
'sync'

Ona ycraHoBkn CPROdrvd:
'‘add_drv'

'isainfo’

'rem_drv'

15
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'sync'
'uname’
3. TpeboBaHus Kk daiinoBoO cUCTEME.
Heobxoaommbl cnepyrowme pasgenbl Co cnegyowmmMmm BO3MOXHOCTAMU:

/opt/cprocsp Mocne ycrtaHoBkM AucCTpubyTtmBa 4ANA
(YHKUMOHMPOBAHNA NpoAYyKTa AOCTAaTOYHO
npas TOJIbKO Ha YTeHue.

/etc/opt/cprocsp Mocne ycrtaHoBkM AucTpubyTtmBa Ans
(YHKUMOHMPOBAHNA NpoAYKTa AOCTAaTOYHO
npas TOJIbKO Ha 4YTeHue.

Mpn M3MeHeHUU HaCTpPOeK, a TaKxe

npu onepaumsix C JIMUEH3MEeN Takxe
Heo6XxoAMMbl NpaBa Ha 3anuch.

/var/opt/cprocsp Bo Bpemsa paboTtbl ¢ CSP Heobxoanmbl
npaBa Ha 4YTeHMe M Ha 3anucb. Coaepxxmnmoe
ONPEKTOPUN AOJIKHO COXPAaHATLCA MexAay
nepesarpyskamu.

4. TpeboBaHusa K cnyxbam.
Heobxoammo 6azoBoe pyHKLMOHMPOBAHME Cron .

Onsa paboTbl C OTYyXAAEMbIMU HOCUTENaMM Tuna «aucketa» m «USB flash drive»
HeobxoanMo dyHKUMOHMpOBaHUe cnyxbbl Volume Management .

5. TpeboBaHus K cucteme ynpasiieHUs NakeTamu.

Heobxoanmo wraTHOe hYHKLUMOHMPOBAHUE CUCTEMbI YNpaBieHNs NakeTaMu.

4. cnonb3oBaHMe NporpaMMHbIX MHTepdencos

PaszpaboTka nporpammHoro obecneyeHms Ha ocHoBe CK3U «Kpuntollpo CSP»
v.3.6.1 ¢ ydyetoMm n. 1.5 ®opmynsapa XKTAN.00050-03 30 01 MoxeT npoussBoanTbCcs 6e3
co3aaHunsg HoBbix CK3W B cnyyae ncnonb3oBaHMS BbI30BOB M3 MPUBEAEHHOr0 HMXE nepeyHs
B COOTBETCTBUM C AOKYMEHTaUMeEN.

B cnyyae vcnosnb3oBaHMS MpPo4YMX BbI3OBOB Heo6X0AMMO Mpou3BOAUTb pa3paboTky
otaenbHoro CK3M B COOTBETCTBMM C AEUCTBYHOWEN HOpMaTuMBHOM 6a3oi (B 4YacTHOCTU, C
MoctaHoBneHnem lMpasutenbctBa Poccuiickon ®epepaunm ot 16 anpensa 2012 r. N2313 wu
MonoxeHnem o paspaboTke, NPOU3BOACTBE, peanm3auum u aKcrayaTauum wundpoBabHbIX
(kpunTorpaduyeckmx) cpeacTs 3awnTbl MHbopMaumn (MonoxeHune MK3-2005)).
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MNepeyeHb BbI30OBOB, C UCMOJ/Ib30BaHMEM KOTOPbIX AOMNYyCKaeTcs npoBOANTb pa3paboTky
cucteM Ha ocHoBe CK3W «Kpuntollpo CSP» v. 3.6.1 ¢ yyeTtom n. 1.5 ®dopmynspa
XKTAN.00050-03 30 01 6e3 cozgaHmsa HoBoro CK3N.

DyHKIUsA

Onucanue

OrpannveHusi Ha UCNOJIb30BaHNeE
bynkumnu

DOyHKIUY THULHATU3ALUA U HACTPOIKM NpoBaiiiepa

CryptAcquireContext

®yHKumMA CryptAcquireContext()
MCMNONb3yeTca 1A CO34aHMA
OECKpUNTOpa KpunTonpoBangepa c
MMEHEM K/H0YEBOTO KOHTEHEPA,
onpeaenéHHbIM NapameTpom
pszContainer

CryptReleaseContext

®yHKumMA CryptReleaseContext()
NCMNoNb3YyeTca ANA yaaneHus
AEeCKpUnTopa KpuntonpoBsanaepa,
co3gaHHoro CryptAcquireContext().

CryptContextAddRef

YnpaBaseT cYETYNKOM [EeCKPUNTOPOB
co3gaHHoro CryptAcquireContext().

CryptEnumProviders

MepeyncneHne yCcTaHOBAEHHbIX
KpunTonpoBaliaepos

CryptEnumProviderTypes

MepeuncneHmne ycTaHOBAEHHbIX TUNOB
Kpuntonposaniaepos

CryptGetDefaultProvider

MonyyeHWe KOHTEKCTA NpoBanaepa,
YCTAHOB/IEHHOTO B CMCTEME MO
YMOIYaHMIO

®yHKumMA CryptGetProvParam()

CryptGetProvParam noJsiy4aeT napameTpbl
KpunTonposanaepa.
®yHKumMA CryptSetProvParam()
CryptSetProvParam yCTaHaB/AMBaeT NapameTpbl

KpunTonpoBsaliaepa.

FreeCryptProvFromCertEx

®PyHKLMA Mcnonb3yeTcA AN yAaNeHUA
AecKpunTopa KpMnTonpoBanaepa,
cospaHHoro CryptAcquireContext()
nnn yepes CNG.

CryptinstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,

®DYHKUMM yNpaBAEHUSA KOHTEKCTOM
npoBaigepa No yMo4aHUio
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CryptUninstallDefaultContext

@DYHKIUM TeHepaliy 1 00MeHa KJII0YaMH, co31aHue KOHGUTyprupoBanne N yAajJleHne KiIrodei

CryptGenKey

®yHKumMA CryptGenKey() reHepupyeT
cNyYaiHble Kpuntorpaduyeckmne
KNOUM MW KNKOYEBYIO Napy
(3aKpbITbIN/OTKPLITLIN KAKOUK).

CryptDestroyKey

®yHKuma CryptDestroyKey() yaanset
KN4, NepesaBaemblvi yepes
napameTp hKey. Mocne yaaneHus
KN4 (LEeCKPUNTOP K/toYa) He MOKeT
MCMO/Ib30BaThCA.

CryptExportKey

dyHKumMA CryptExportKey()
MCMO/Ib3yeTca AJ1f IKCNOopTa
Kpuntorpaduyeckmx Katoyein us
K/JIl0YEBOrO KOHTeMHepa
KpuntonpoBsanaepa, COXpaHasa Ux B
3alWMWEHHOM BUAE.

PaspeLueHo 3KCNopTMPOBATL TOJIbKO
OTKpbITble Kntoun (PUBLICKEYBLOB).

CryptGenRandom

®yHKuua CryptGenRandom()
3anonHaeT bydep cnyyaiHbiMU
6aritamu.

CryptGetKeyParam

®yHKuma CryptGetKeyParam()
BO3BpALLLAeT NapameTpbl K/toya.

CryptGetUserKey

dyHKumMA CryptGetUserKey()
BO3BpaLLAeT AECKPUNTOP OAHOM U3
[ONITOBPEMEHHbIX K/THOYEBbIX Nap B
K/N0YEBOM KOHTeMHepe.

CryptimportKey

®yHKuma CryptimportKey()
MCMONb3yeTca ANa UMNopTa
KpunTtorpaduryeckoro Katoua us
KntouyeBoro 6106a B KOHTEHEpP
KpunTonposaiaepa.

PaspeLueHo MMNopPTMPOBaTb TOIbKO
OTKpbITble Kntoun (PUBLICKEYBLOB).

CryptSetKeyParam

dyHKuMA CryptSetKeyParam()
yCTaHaB/AMBaeT NapaMeTpbl K/akoua.

PaspelueHo ncrnosb3oBaHne TONbKO
CO C/leAyIOWMMMN CUMBOJIbHBIMU
aprymeHTamu: KP_CERTIFICATE,

KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

DOYHKIUM 00padOTKH KPUNTOrpauuecKux coooeHmii
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CryptSignMessage

®dyHKuma CryptSignMessage
BbIYMCNAET 3HaYEHUE X3W-PYyHKLUN,
NOAMUCbIBAET €ro, a 3aTem
NPOn3BOAUNT 3aKOAMPOBaHME TEKCTA
MCXOZIHOTO COObLLEHUA U
NOAMNMCAHHOIO 3HaYEeHMA X3LW-

dYHKUMM

CryptVerifyMessageSignature

®dyHKuma CryptVerifyMessage-
Signature nposepsaeT 3INEeKTPOHHO-
undpoByo NOANMUCH NOANNCAHHOTO
coobueHus.

CryptVerifyDetachedMessage$S

®yHKumA CryptVerifyDetached-
MessageSignature nposepsaert
noanucaHHoe coobuieHue,

ignature
cogeprKallee OTCOeANHEHHYIO
(detached) noanuce nnmn nognucu
DyHKUMA aekoaupyer,
CryptDecodeMessage pacwndpoBbIiBaeT U NposepaeT
coobleHne

CryptDecryptAndVerifyMessag
eSignature

OyHKUMA AekoanpyeT n nposepsaeT
coobueHune

CryptEncryptMessage

®dyHKuma CryptEncryptMessage
3aWwndpoBbLIBAET M NPOU3BOAUT
3aKoAMpoBaHMe coobLieHus.
AyTEHTUYHOCTb COOBLLEHUNS He
obecneunBaetcs.

CryptDecryptMessage

®yHKuma CryptDecryptMessage
NPoOu3BOAUT PacKOAMPOBAHME U

pacwmnpoBaHne coobLleHuUs.
MpoBepKa ayTeHTUYHOCTM CO0bLLEHNA
He NPoun3BOAMUTCA.

lpumeyaHue: He ponyckaetca
aBTOMATUYECKUI aHANN3 pe3ybTaTa
paboTbl GYHKLMMK, HaNpaBAEHHbI Ha
NPOBEPKY KOPPEKTHOCTM COOBLLEHMA.

CryptGetMessageCertificates

dyHKUMA BO3BpaLLL@ET XpaHUIuLLE
CEPTUPUKATOB N CMIUCKK
aHHY/IMPOBaHHbIX cepTUPUKATOB U3
coobueHns
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CryptGetMessageSignerCount

CDYHKLI,MFI BO3BpallaeT KO/In4ecTBo
noanncaswmnx COO6LLI,EHVI€

CryptHashMessage

DyHKLMA CO3[aEeT X3WMPOBAHHOE
coobuleHne

CryptSignAndEncryptMessage

dyHKUMA co3aaeT noanucaHHoe u
3aWwmndpoBaHHOe coobuieHne

CryptSignMessageWithKey

DyHKUMA cOo3aa€eT NOANUCAHHOE
coobleHne

CryptVerifyDetachedMessage
Hash

PyHKUMA NPOBEPAET OTKPENIEHHbIN
Xaw

CryptVerifyMessageHash

dyHKUMA NpoBepseT X3WnNpoBaHHoe
coobleHne

CryptVerifyMessageSignature
WithKey

DyHKUMA npoBepsAeT NoANnCcCaHHoe
coobueHune

CryptMsgCalculateEncodedLe
ngth

®yHKuma CryptMsgCalculate-
EncodedlLength Bbluncnsaer
MaKcMmasibHoe Konn4yectso 6aiiTos,
HeobxoaMmoe Ans 3aKoAMPOBaHHOIO
Kpuntorpaduyeckoro coobLieHus,
331aHHOMO TUMNOM COObLLIEHUS,
napameTpamu KoOAMPOBaHUA M 0bLLel
ANVHOM nHbopMaLmm, KoTopas
[OOJIKHa 6bITb 3aKOAMPOBaHa.

CryptMsgOpenToEncode

®dyHKuMa CryptMsgOpenToEncode
OTKpbIBaeT KpunTorpapuyeckoe
coobuieHne AnA 3aKoAMPOBAHMS U
BO3BPALLAET AECKPUMTOP OTKPbITOrO
coobueHus.

CryptMsgOpenToDecode

®yHKumAa CryptMsgOpenTo-Decode
OTKpbIBaEeT Kpuntorpaduyeckoe
coobuieHne ana packoanpoBaHNA U
BO3BpaLLAET AECKPUNTOP OTKPLITOTO
coobLeHus.

CryptMsgUpdate

dyHKuma CryptMsgUpdate nononHsaet
TEKCT KpunTorpaduyeckoro
coobLeHus.

CryptMsgGetParam

®dyHKumA CryptMsgGetParam
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noJsiy4aeT napameTp coobueHunn
nocne Toro, Kak Kpuntorpadpuyeckoe
coobuieHne bblI0 packogMpoBaHoO
WU 3aKOANPOBaHO.

dyHKumA CryptMsgControl BbinonHaeT

CryptMsgControl .
KOHTpO/IbHOE AencTBue.
®PyHKumMA CryptMsgClose 3akpbiBaeT
CryptMsgClose OecKpunTop Kpuntorpadpuyekoro

coobueHus.

CryptMsgDuplicate

®dyHKumA CryptMsgDuplicate
aybnnpyet geckpuntop
KpunTorpaduyeckoro coobuieHus
NyTEM YBE/IMYEHUA CYETUMKA CCbIIOK

DOyHKIUM padoThl ¢ AJITOPUTMAMM XIIIHPOBAHUSA

®yHKuusa CryptCreateHash()
WMHULMANMU3MPYET AECKPUNTOP HOBOTO

PaspeweHo ncnosb3oBaHUe TO/IbKO
CO cegyrowmmmn CMMBOJIbHbIMU

CryptCreateHash aprymenTamm: CALG_GR3411,
06beKkTa QYHKLUMN X3LWNPOBAHUSA
CALG_GR3411 HMAC,
NOTOKa AaHHbIX.
CALG_SHAREDKEY_HASH.
®yHKumaA CryptDestroyHash anaet
CryptDestroyHash YHKG yp y 0va

06BEKT QYHKUMM X3LLNMPOBAHUSA.

CryptDuplicateHash

®yHKuma CryptDuplicateHash()
CO3aET TOYHYIO Konuto 06beKTa
bYHKUMK X3LWIMPOBaHUA, BKAOYAA BCE
€ro nepemeHHsble, onpeaenawoume
BHYTpeHHee coCcToAHue obbekTa
bYHKLMU X3WMpPOBaHUA.

CryptGetHashParam

®yHKuma CryptGetHashParam()
BO3BpaLLaeT napameTpbl 06bEKTA
bYHKLUMM X3LUMPOBAHMSA U 3HaYeHMe
bYHKLUMM X3LIMPOBaHUA.

CryptHashData

®yHKumMA CryptHashData() nepeaaér
JaHHble YKazaHHOMY 06beKTy
DYHKLMMU X3LWMPOBAHUSA.

CryptSetHashParam

®yHKumMA CryptSetHashParam()
yCTaHaBAMBaET NapameTpbl 06beKTa
X3WNPOBAHUA.

PaapeLueHo MCcnonb3oBaHUe TO/IbKO
C CMMBOJIbHbIMM aprymeHTamum
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.
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®yHKuma CryptSignHash() Bo3Bpawyaet

PaspelueHo Mcnosb3oBaHME TObKO
C KNIOYEBbIMM KOHTEHEPaMK,
Nosly4eHHbIMM paHee C MOMOLLbIO

) 3HauYeHMe 3/1IeKTPOHHOM uMdpoBoi BbI30Ba
CryptSignHash .
noAnucK oT 3HadeHnsa GyHKUMm CertGetCertificateContextProperty
X3WKNpPOBaHUA. n3 cepTudUKaTa, NPOBEPEHHOIO C
NOMOLLbIO PYHKLMK
CertVerifyCertificateChainPolicy
PaspelueHo Mcnosb3oBaHMeE TObKO
C OECKPUNTOPaMM K/KoYeN,
o NOIy4YEeHHbIX paHee C MOMOLLbIO
dyHKuua CryptVerifySignature() .
o . BbizoBa CryptimportPublicKeylnfo
CryptVerifySignature OCYLLECTB/IAET NPOBEPKY LNPpPOBOI

nognucu.

(CryptimportPublicKeyInfoEx) ns
cepTnudUKaTa, NPOBEPEHHOIO C
NOMOLLLIO PYHKLMK
CertVerifyCertificateChainPolicy

@OyHKIUM padoThI ¢ cepTUGHUKATAMM, CIMCKAMH AHHYJIUPOBAHHBIX CePTU(UKATOB, XPAHWINIIEM

ceprudukaTon

CnMcKH aHHYJIHPOBAaHHBIX CepTHHUKATOB

CertAddCRLContextToStore

®dyHKuma CertAddCRLContext-ToStore
pobasnseT KoHTekct COC B
XpaHuuLe cepTMPUKaATOB.

CertAddCRLLinkToStore

®YHKUMA CO34aeT CCbIIKY Ha CMUCOK
AHHYNMPOBaHHbIX CEPTUDMKATOB B
APYrom XpaHuamiLe

CertAddEncodedCRLToStore

®dyHKuma CertAddEncoded-CRLToStore
co3aaet KoHTekcT COC u3
3aKkoampoBaHHoro COC n gobasnset
€ro B XxpaHuauue cepTMduKaTos.
PyHKUMA CO34aET KOMUIO KOHTEKCTA
COC nepepg pobasneHmem ero B
XpaHuAuLe.

CertEnumCRLsInStore

dyHKuma CertEnumCRLsIn-Store
noJsly4aeT NepBbii UK CAeay oL
COC B xpaHuauwe. 3ta GyHKUMA
NCNosb3yeTca B LMKAe ANA TOro,
4yTOb6bI NOCNEe0BATENBHO NONYUUTD
Bce COC B xpaHununue.

CertFreeCRLContext

dyHKuma CertFreeCRLContext
ocBoboxKaaeT KoHTeKceT COC,
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YMEHbLUAA CYETUMK CCbINIOK Ha
eanHuuy. Korga cHeTumK CCbiNIoOK
06HynsaeTca, GyHKUMNA
CertFreeCRLContext ocBoboxaaeT
NamMsATb, BblAENEHHYIO NO4 KOHTEKCT
COcC.

CertCreateCRLContext

®yHKuma CertCreateCRL-Context
co3aaet KoHTekcT COC n3
3akoguposaHHoro COC. Co3gaHHbINf
KOHTEKCT He MOMeLLaeTCcsA B
XpaHunuuie ceptndmkaTtos. B
CO3,aHHOM KOHTeKcTe QyHKLMA
pa3meLlaeT KONmio 3aKoANPOBaHHOIO
COC.

CertDeleteCRLFromStore

DyHKUMA yoanaeT Cnmcok
AHHYNMPOBAHHbIX CEPTUDMKATOB U3
XpaHuAuwa

CertDuplicateCRLContext

®yHKuma CertDuplicateCRL-Context
aybnunpyet koHTekcT COC, ysennumnsas
c4yeTymK ccoblnoKk Ha COC Ha egmHULy.

CertFindCRLInStore

®yHKumA CertFindCRLINStore HaxoanT
nepBsbi MK CleayoWwmMin KOHTEKCT
COC B xpaHuauLe cepTUPUKaTos,
KOTOPbI COOTBETCTBYET KPUTEPUIO
Nnoucka, onpegenaemomy
napametpom dwFindType un
CBA3aHHbIM ¢ HUM pvFindPara. 3T1a
dYHKUMA MOXKET ObITb MCNO/Ib30BaHA B
UuMKne gns Toro, 4tobbl HanTth Bce COC
B XpaHWUAWLLE CepTUPUKATOB,
y4,0BAEeTBOPAOLLME 3a4aHHOMY
KpUTepuio NOUCKa.

CertDeleteCertificateFromStor
e

®yHKuua CertDeleteCertificate-
FromStore yoanaet onpeneneHHbIn
KOHTeKcT COC 13 xpaHuamuia
cepTUdMKaToB.

CertFindCertificateInCRL

®YHKUMA OCYLLECTBAAET MOMCK
3agaHHOro cepTudmKaTa B CNmcKe
aHHYIMPOBaHHbIX CEPTUMKATOB

CertGetCRLFromStore

®dyHKumAa CertGetCRLFrom-Store
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noJsly4aeT NepBbli UK CeayOLNiA
KoHTeKcT COC ana onpeneneHHoro
nsgartens ceptudmKaTa U3 XpaHuauLLa
cepTUOMKATOB. ITa PYHKLMA TaKKe
OCYLLECTBNIAET BO3MOKHYIO MPOBEPKY
CocC.

CertSerializeCRLStoreElement

dyHKUMA cepranmsaLmmn Cnncka
aHHYIMPOBaHHbIX CEPTUDMKATOB CO
CBOMMM CBOWCTBaMM

Pacimupennble cBoiicTBa cepTH(UKATA CIHCKA AHHYJIUPOBaHHBbIX cepTudurkaToB u CTL

CertGetCRLContextProperty

dyHKuma CertGetCRLContext-Property
noJiydaeT paclimpeHHble CBOMCTBA
onpeaeneHHoro KoHTekcta COC.

CertSetCRLContextProperty

®yHKuma CertSetCRLContext-Property
yCTaHaBAMBAET pacLIMpeHHble
CBOWCTBa onpeAesieHHOro KOHTEKCTa
CocC.

CertGetCertificateContextProp
erty

dyHKuua CertGetCertificate-
ContextProperty nonyyaet
nHpopmaumio, coaepKaLlytocs B
pacWMpeHHbIX CBOMCTBAX KOHTEKCTA
ceptudmKaTa.

CertEnumcCertificateContextPr
operties

®yHKumMA CertEnumCertificate-
ContextProperties nossonser
nepevyncanTb MHGOpPMaLUMIO,
COAep KaLLyOCA B PaCLLUMPEHHbIX
CBOWCTBaX KOHTEKCTa cepTUdMKaTa.

CertSetCertificateContextProp
erty

®yHKumMA CertSetCertificate-
ContextProperty ycTaHaBAnBaet
pacliMpeHHble CBOMCTBA ANA
onpeaeneHHoOro KOHTeKCTa
ceptuduKkara.

CertEnumCRLContextProperti
es

MepeyncaeHne paclMpeHHbIX CBOMCTB
CMWCKA aHHYIMPOBAHHbIX
cepTuduKaTos

CertEnumCTLContextPropertie
S

MepeyncaeHne paclMpeHHbIX CBOMCTB
CTL

CertGetCTLContextProperty

Mony4yeHue paclUMPEHHOrO CBOICTBA

24



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376570(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376051(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376051(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376053(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376053(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376082(v=vs.85).aspx

XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoacTBo nporpamMMumcTa

CTL

CertSetCTLContextProperty YcTaHoBKa pacwmnpeHHbix ceoncts CTL

@DyHKIUHA padoThI ¢ cepTUGHKATAMH

®dyHKuma CertAddCertificate-

CertAddCertificateContextToS | ContextToStore no6aBnsieT KOHTEKCT
tore cepTUdMKaTa B XpaHUauLe

cepTUdMKaToB.

. . [obaBnseT ccbiNKy Ha cepTUdUKaT B
CertAddCertificateLinkToStore
ApYyrom xpaHuauuie

®yHKuma CertAddEncoded-
CertificateToStore co3gaeTt KOHTEKCT

cepTudmMKaTa U3 3aK0AMPOBAHHOIO
CertAddEncodedCertificateToS pvé AP

) cepTudmrKaTa u obaBnseT ero B
ore

XpaHuuLe cepTMPUKaATOB.
Co34aHHbI KOHTEKCT HE COAEPKUT
HWUKaKMX PacLUMPEHHbIX CBOMCTB.

®yHKuua CertEnumCertificates-
InStore nonyyaeT nepsbiit UK
cneayrowmin cepTMdMKaT B
. XpaHunuuie ceptnduKaTos. ITa
CertEnumCertificatesInStore
dYHKLMA UCNONb3YETCA B LMKAE gns
Toro, 4tobbl NocnenoBaTENBHO
Nosy4YnTb BCE CEPTUPUKATDLI B

XpaHUAULLE CEPTUDUKATOB.

®yHKumMA CertFreeCertificate-Context
0CBOBOXKAAET KOHTEKCT CEPTUPUKATA,

CertFreeCertificateContext
yMEHbLIJaFI CYEeTYUK CCbI/IOK Ha

eauHuLy.

®yHKuma CertCreate-

CertificateContext co3gaeT KOHTEKCT
cepTudmKaTa U3 3aKOANPOBAHHOIO
cepTudmkata. Co3gaHHbIA KOHTEKCT
CertCreateCertificateContext He NoMeLLLaeTCA B XpaHunauue

ceptudumKaToB. B cosgaHHOM
KOHTEKcTe PpyHKLUMA pa3mellaeT

KOMWIO 3aKOANPOBAHHOIO
cepTudmKarta.

. . ®yHKuma CertDuplicate-
CertDuplicateCertificateConte o
CertificateContext gybaupyet
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xt

KOHTEKCT CepTMd)MKaTa, yBein4mnBas
CYETYUK CCbIZIOK Ha eAUHNLLY.

CertFindCertificatelnStore

®yHKuma CertFindCertificate-InStore
HaxoAuUT NepBbIN UK cneayowmii

KOHTEKCT cepTudUrKaTa B XpaHuaumLe

cepTUdUKaATOB, KOTOPbIM
COOTBETCTBYET KPUTEPUIO MOUCKA,
onpeaensieMomMy nNapameTpom
dwFindType 1 cBA3aHHbIM C HUM
pvFindPara.

CertDeleteCertificateFromStor
e

®yHKuua CertDeleteCertificate-
FromStore yaanaet onpeaeneHHbIN
KOHTEKCT cepTUdMKaTa U3 XpaHUANLLA
cepTudmKaToB.

CertGetSubjectCertificateFrom
Store

dyHKuma CertGetSubject-
CertificateFromStore nonyyaer
KOHTEKCT cepTUdMKaTa U3 XpaHUANLLA
cepTndmKaToB, 0AHO3HAUYHO
onpegensembll €ro nsgatenem m
cepuiiHbIM HoMepoMm

CertGetlssuerCertificateFromS
tore

Mounck cepTuduKaToB M3aatenemn
3a4aHHoro ceptuduKarta

CertGetSubjectCertificateFrom
Store

Mownck cepTndukaTta Nno cepmitHoOMy
HOMepy ¥ usgatento

CertGetValidUsages

MNownck nepeceyeHnsa KeyUsage ana
maccuBa cepTudUKaToB

CertSerializeCertificateStoreEl
emene

Cepmanmsau,mn 1EMEHTA XpaHhula

OCSP

CertAddRefServerOcspRespon
se

YBennyeHme cyeTymMKa CCbIIOK Ha
OCSP oTtBeT

CertAddRefServerOcspRespon
seContext

YBennyeHme cYeTyYmMKa CCbIIOK Ha
KoHTeKcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbiTe geckpuntopa OCSP oTtBeTa

CertGetServerOcspResponseC
ontext

MNMony4yeHue KoHTekcTa OCSP oTBeTa
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CertOpenServerOcspResponse

OTKpbiTMe aeckpuntopa OCSP oTeeTa
ONA 334aHHOM LEenoYkn cepTUPUKATOB

OxoHnHble QyHKIUH

CertSelectCertificate

OTtobpaxkeHune gnanora Bbibopa
cepTudMKaTa No 3a4aHHbIM
Kputepmam

CryptUIDIgCertMgr

OTobpaxkeHune ananora ynpasaeHus

ceptudmKkaTamm

CryptUIDIgSelectCertificate

OTtobpaxkeHune gnanora Bbibopa
cepTudmKata

CryptUIDIgSelectCertificateFro
mStore

OTtobparkeHne gmanora Bbibopa
cepTudumKaTa M3 XpaHUANLLA

CryptUIDIgViewCertificate

OtobpaxeHune guanora co
cBolicTBaMu ceptTuduKaTta

CryptUIDIgViewContext

OTtobparkeHune ceptudmKaTta, cnncka
AHHY/IMPOBAHHbIX CEPTUDUKATOB U
CTL

CryptUIDIgViewSignerInfo

OTobparkeHue amnanora c

nHpopmaumen o noanucasLiem

CertSelectionGetSerializedBlo

Cepvanunsauus ceptndmkata n3

b CTPYKTYPbI, UCMONb3yeMOM s
oTobparkeHus
. MNpeobpasoBaHne UMeHHU
GetFriendlyNameOfCert
cepTUdMKaTa K «<uMTaeMomy» Buay
DYHKINH IPOBEPKH LEMOYeK
dyHKuma CertVerifyCertificate-
ChainPolicy npoBepseT uenouk
CertVerifyCertificate- ¥ NPOBEPAET U y
) . cepTUPUKATOB Ha AOCTOBEPHOCTb,
ChainPolicy

BK/1l04aA COOTBETCTBMNE KPUTEPUIO
NMCTUHHOCTWU.

CertGetCertificateChain

Ha4nHaA C nocneagHero CepTMd)MKaTa,

cemechKaTa, €CJ/1I1 3TO BO3MOXKHO.

dyHKuma CertGetCertificate-Chain

CTPOWT LLeNoYKy cepTMdUKaTOB,

B O6paTHOM HanpasaeHUn Ao
AOBEPEHHOIo KOPHEBOIO
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CertFreeCertificateChain

®yHKuma CertFreeCertificate-Chain
0cBObOOXKAAET LLENOYKY cepTUDUKATOB

Ecnn cueTumK ccblNOK paBeH Hy/o, TO
NamsTb, BblAeNeHHanA Noj, LLenoyKy,
ocBobokaaercs.

nytem ymeHblleHNA cHeT4YMnKa CCbIJIOK.

CertCreateCertificateChainEng
ine

dyHKuua CertCreateCertificate-
ChainEngine co3aaeTt KOHTEKCT
HCERTCHAINENGINE, KoTopbI
NO3BONAET U3MEHATH MapameTpbl
MeXaHM3Ma NOCTPOEHMA LLENOYKM
ceptudukratos. Nossonaer
OrpaHUYMBATb MHOXECTBO
O0BEPEHHbIX CepTUPUKATOB.

CertFreeCertificateChainEngin
e

®dyHKuma CertFreeCertificate-
ChainEngine ocBob60aaeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertif
icateContextProperties

CospaHue CTL Ha ocHOBe CBOMCT
aTpMbyTOB KOHTEKCTa cepTuduKarta

CertDuplicateCertificateChain

ﬂ,y6!1M|I)OBaHMe KOHTEKCTa Leno4Kun.

CertFindChainInStore

PyHKLUMA NOCTPOEHMA LEMOYKM NO
3343HHbIM KPUTEPUAM U3 XPaHUAULLA

CertFreeCertificateChainList

dPyHKUMA 0CcBOBOXKAEHNA MaccuBa
uenoyek

CertlsValidCRLForCertificate

®YHKLMA NPOBEPKN HANNUUSA
cepTnudmKaTa B CnmcKe
aHHY/IMPOBaHHbIX CEPTUHUKATOB

CertSetCertificateContextProp
ertiesFromCTLEntry

YCTaHOBKa CBOMCTB B KOHTEKCT
ceptnudmKaTta Ha ocHose CTL

Pacmmpennsble cBoiicTBa cepTH(HUKaTa

(EKU)

CertGetEnhancedKeyUsage

dyHKuma CertGetEnhanced-KeyUsage
nosyyaet MHGopmaLmio o
paclMpeHHOM MCNONb30BAHMM KtOYa
N3 COOTBETCTBYHOLLLEIO PaclMpPeHUs
WAW U3 paclUMPEHHbIX CBOACTB
ceptuomkata. PacwmpeHHoe
NCMNO/Ib30BaHUE KtOYa CAYKUT

NMPU3HAKOM NpaBOMEPHOro
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MCNoNb30BaHUA CepTVId)MKaTa.

dyHKuma CryptAcquire-

. " . CertificatePrivateKey nonyyaet
CryptAcquireCertificatePrivate
K peckpuntop HCRYPTPROV 1 napameTp
e
y dwKeySpec ansa onpeaeneHHoro

KOHTEKCTa CepTMd)VI KaTa.

DyHkuuu padoThl ¢ uaeHTHPUKaTOpaMu

®yHKumA CryptFindOIDInfo nonyyaet
nepsyto NpeaonpeseneHHy Uam
3aperncTpupoBaHHYIO CTPYKTYpPY

CRYPT_OID_INFO, cornacoBaHHylto C
onpeaeneHHbIM TUMOM KJIlo4a U €

CryptFindOIDInfo

K/1I04OM.

MNepeuncneHune 3aperncTPMpPoBaHHbIX
CryptEnumOIDInfo NAEHTUPUKATOPOB U NoJTyYeHne
MHbOpPMaLUM ANA HUX

DOyHKUUU padoThl ¢ XPAHUIUIIEM

®dyHKuma CertOpenStore oTKpbiBaeT

CertOpenStore XpPaHUAWLLE CepTUPUKATOB, UCNO/b3YA

3aZaHHbIA TMN NpoBanaepa.

®yHKuma CertDuplicateStore
Ay6AMpYeT AecKpUNTOp XPaHWUANLLA,
CertDuplicateStore yBENMUMBAA CHETUYMK CCbIIOK Ha
XpaHUAULLA Ha eauHULY.

dyHKuma CertOpenSystemStore
MCNONb3YETCA ANA OTKPLITUA

CertOpenSystemStore Hanbosee YacTo UCNOb3yeMbIX

XpaHWUAULLY cepTUDUKATOB.

®yHKuma CertCloseStore 3akpbiBaeT
AECKPUNTOP XpaHUAULLA

CertCloseStore CepTMOUKATOB M YMEHbLLIGET CHETUMK

CCbIIOK Ha XPaHWAULLA Ha eguHULLY.

NobasneHne xpaHnnuiia B
CertAddStoreToCollection KONNEKLUMIO

YcTaHOBKa HOTUdMKALMK Npn
CertControlStore pPasnMumAX B 3aKeMpoOBaHHOM
XpaHuaue n GU3nYeckom
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XpaHuauuie

DYHKIUH, HCIOJIb3yeMble VIS PA00ThI ¢ OTKPBITHIMH [I

AHHBLIMH M 00LEKTAMU

CryptimportPublicKeylnfoEx2

®yHKumA CryptimportPublic-
KeyInfoEx2 umnoptupyet
MHPOPMaUMIO 06 OTKPLITOM K/itoue B
CNG 1 BO3BpawaeT geckpunrop
OTKPbITOro K/Atoya.

CryptimportPublicKeylnfoEx

®dyHKumsa CryptimportPublic-KeylnfoEx
nmnopTtupyet nHdopmaumio ob

OTKpbITOM Kntove B CSP n Bo3Bpalaet
OECKPUNTOP OTKPbITOrO K/tova.

CryptimportPublicKeyInfo

®yHKuusa CryptimportPublic-Keylnfo
npeobpasoBbiBaeT U UMNOPTUPYET
nHbOpPMaUMIo 06 OTKPLITOM K/tOYE B
nposaiigep v Bo3BpaLlaeT
OECKPUNTOP OTKPbITOro K/tova.

CryptExportPublicKeylnfoEx

®yHKumA CryptExportPublic-KeyInfoEx
3KCNopTMpYyeT MHPOopPMauuio 0b
OTKPbITOM K/ItOUe, CBA3AHHYIO C
COOTBETCTBYHLLMM CEKPETHLIM
K/1t04OM npoBangepa.

CryptExportPublicKeylnfo

®yHKuma CryptExportPublic-KeyInfo
3KcnopTupyeT nHpopmaumio 06
OTKPbITOM K/ItO4€, aCCOLLMMPOBAHHYHO
C COOTBETCTBYHOLLMM CEKPETHLIM
K/Jl0YOM NpoBaiigepa.

CertCompareCertificate

®dyHKumA CertCompare-Certificate

CpaBHMBaeT ABa cepTuduKaTta and

TOro, YTo6bl ONPeaennUTb, ABNAOTCA
/M OHU MAEHTUYHbIMM.

CertComparelntegerBlob

®dyHKuma CertComparelnteger-Blob
CpaBHMBAET ABa LIe/I0YNCAEHHbIX
6n106a Ana onpeneneHus Toro,
npeacTaBAstoT M OHKU coboit aBa
paBHbIX Yncna.

CryptExportPublicKeylnfoFrom
BCryptKeyHandle

KkcnopTupyeT nHdopmaumio 06
OTKPbITOM K/t04€, aCCOLLMMPOBAHHYHO
C COOTBETCTBYHOLLMM CEKPETHBIM
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http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx

XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoacTBo nporpamMMumcTa

KNto4OM npoBangepa.

DYHKIUN KOTUPOBAHUS/IEKOTUPOBAHUS

®yHKumA CryptDecodeObject
NCMONb3YIOTCA ANA AEKOAMPOBAHUSA
CryptDecodeObject cepTMdUKaATOB, CNUCKOB
AHHYNMPOBaHHbIX CEPTUDMKATOB

(COC) n 3anpocoB Ha cepTUdMKaThI.

®yHKuma CryptDecodeObjectEx
MCMNONb3YIOTCA AN1A AeKOANPOBaHMUA
CryptDecodeObjectEx cepTudUKaToB, CINCKOB
aHHY/IMPOBaHHbIX cepTUdUKaTOB U

3anpocoB Ha cepTUdMKaTbI

®yHKuma CryptEncodeObject
MCNO/b3YHOTCA A/1A KOAMPOBAHUSA
CryptEncodeObject cepTUdMKaATOB, CNUCKOB
aHHY/IMPOBaHHbIX cepTUdUKATOB U

3anpocoB Ha cepTUdUKaTLI.

dyHKumA CryptEncodeObjectEx
MCNONb3YIOTCA ANA KOAMPOBAHUA
CryptEncodeObjectEx cepTudUKaToB, CIINCKOB

aHHY/IMPOBAHHbIX CEPTUHUKATOB U

3anpoCcoB Ha cepTUdMKaTbI.

IMonyyenne 00beKTOB U3 YAAJIEHHBIX HCTOYHUKOB

®yHKuma CryptRetrieveObject-ByUrlA

CryptRetrieveObjectByUrIA nony4yaet 06BbEKT MHd)paCprKTypbl

OTKPbITbIX KAtoYen no 3agaHHomy URL.

®yHKumMA CryptRetrieveObject-ByUrlW
ABnaeTca unicode Bepcuent GyHKLUN
CryptRetrieveObject-ByUrlA.

CryptRetrieveObjectByUrIW
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